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Online Anomaly Detection With Minimax Optimal
Density Estimation in Nonstationary Environments

Kaan Gokcesu

Abstract—We introduce a truly online anomaly detection algo-
rithm that sequentially processes data to detect anomalies in time
series. In anomaly detection, while the anomalous data are arbi-
trary, the normal data have similarities and generally conforms
to a particular model. However, the particular model that gener-
ates the normal data is generally unknown (even nonstationary)
and needs to be learned sequentially. Therefore, a two stage ap-
proach is needed, where in the first stage, we construct a proba-
bility density function to model the normal data in the time series.
Then, in the second stage, we threshold the density estimation of
the newly observed data to detect anomalies. We approach this
problem from an information theoretic perspective and propose
minimax optimal schemes for both stages to create an optimal
anomaly detection algorithm in a strong deterministic sense. To
this end, for the first stage, we introduce a completely online den-
sity estimation algorithm that is minimax optimal with respect
to the log-loss and achieves Merhav’s lower bound for general
nonstationary exponential-family of distributions without any as-
sumptions on the observation sequence. For the second stage, we
propose a threshold selection scheme that is minimax optimal (with
logarithmic performance bounds) against the best threshold cho-
sen in hindsight with respect to the surrogate logistic loss. Apart
from the regret bounds, through synthetic and real life experi-
ments, we demonstrate substantial performance gains with respect
to the state-of-the-art density estimation based anomaly detection
algorithms in the literature.

Index Terms—Anomaly detection, time series, online learning,
density estimation, minimax optimal.

I. INTRODUCTION
A. Preliminaries

E STUDY anomaly detection [1], which has attracted
W significant attention in recent years due to its applica-
tions in network monitoring [2], cybersecurity [3], surveillance
[4] and sensor failure [5]. Particularly, we study the sequential
anomaly detection problem, where at each time ¢, we sequen-
tially observe a vector ; € X such that X C R and our aim
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is to decide whether this new observation is anomalous or not,
based on the past observations {x1, €2, ..., x:1}.

In the anomaly detection problem, “the normal data” dis-
plays similarities and generally conforms to a particular model
even though the anomalous data may be arbitrary and may not
show any similarities. However, the particular model that gener-
ates “the normal data” is generally unknown (may even change
throughout time) and needs to be learned sequentially from the
incoming data. Therefore, a two stage approach is needed, where
in the first stage, a model of “the normal data” is constructed
and in the second stage a decision is made based on the model
and the observed data. A common approach is to find a typical
set containing the most likely instances in an unknown measure
of probability, where “the normal data” is commonly assumed
to be generated from an independent and identically distributed
(i.i.d.) random variable sequence belonging to this unknown
measure [1]. In the density level set estimation framework [6],
the theoretically optimal nominal set would consist of the sam-
ples whose probability under the unknown measure is greater
than some density level set parameter that represents the frac-
tion of outliers in the model [6]. Hence, in the first stage of our
algorithm we train a density estimator for “the normal data.”

However, in general, the observations x; are prone to distor-
tion (because of a less than ideal communication channel and
noise contamination) and may not be the outputs of a stochastic
process yet alone independent and identically distributed since
the environment possibly exhibits nonstationary behavior and
may even be chaotic or adversarial [7]. Therefore, to solve this
otherwise difficult modeling of the nominal data, we approach
the density estimation problem from a competitive algorithm
perspective [8]-[12] and design algorithms that perform as well
as the best density estimator chosen in hindsight (with possibly
changing statistics) for any observation sequence. We show that
our approach has strong performance guarantees in an individual
sequence manner [12]. Thus, our algorithm is able to perform
as well as the optimal nonstationary density in our competition
class even if there is no underlying stochastic process. Since
these algorithms work in an individual sequence manner, they
are robust against distorted and dependent observations gener-
ated in a dynamically evolving environment as opposed to the
explicit design and modeling of an evolving system [13], [14].

Even though there exist several nonparametric approaches to
model the distribution of the nominal data [15]-[17], parametric
models are usually more practical because of their faster learn-
ing behavior and high modeling powers [16]. The parametric
models can suffer if only the assumed model is incapable of
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continuously modeling the data [1] in a robust manner. There-
fore, we model the source that generates the nominal data as an
exponential-family distribution [ 18], [19], since the exponential-
family of distributions cover a wide range of parametric statis-
tical models [7] and accurately approximates many nonpara-
metric classes of probability densities [20]. By using online
convex programming [21] to estimate the natural parameter of
this exponential-family distribution, we can achieve logarithmic
regret bounds under log-loss, i.e., O(log T') (minimax optimal)
[7]1, [22]. However, most real life applications such as in cyber-
security [3] or surveillance applications [4], the underlying data
stream is nearly always nonstationary [1], [23], i.e., has vary-
ing statistics over time [24]. Hence, we model the nonstationary
source model (i.e., the changing natural parameter) as piecewise
stationary models. We emphasize that there are no restrictions
on the number of regions or the length of these regions that
are needed for accurate modeling. By combining these station-
ary models in a switching experts setting [25]-[28], we achieve
the minimax optimal performance bound O(C'logT), when
the statistics of the source, i.e., the natural parameter, changes
C — 1 number of times, i.e., the nonstationary model consists of
C stationary models (C' time segments with piecewise constant
parameters), which constitutes our main contribution.

After the minimax optimal modeling of the distribution of
the nominal data in the time series, we produce our anomaly
decision by thresholding the density estimation, which opti-
mally minimizes Type-1 errors in certain environments [15],
[29]. Such anomaly detection methods with two stages, i.e.,
scoring the time series samples and thresholding them, are ex-
tensively studied in the literature [1], [7], [30]. Even though the
detection of anomalous samples when their likelihood (proba-
bility or score) falls below a certain threshold is an efficient and
popular strategy, the selection of this threshold is a notoriously
challenging problem [7]. Therefore, we implement a dynamic
thresholding scheme, which updates the threshold whenever a
feedback about the observed sample is available (i.e., whether
it is anomalous or not). We update our threshold using Online
Newton Step [22] and achieve again logarithmic performance
bounds (minimax optimal surrogate regret) with respect to the
best threshold selected in hindsight.

Even though there exists various methods to detect anoma-
lies in a time series, we, for the first time in literature, pro-
pose a truly minimax optimal (both in density estimation and
threshold selection) online anomaly detection algorithm in non-
stationary settings. Through synthetic and real-life experiments,
we demonstrate significant performance gains with respect to
the state-of-the-art methods in the literature [7], [21], [29], [31].

B. Prior Art and Comparisons

Various anomaly detection methods have been proposed in
the literature that utilizes Support Vector Machines (SVM) [32],
[33], nearest neighbors approach [34], [35], clustering [36] and
density estimation [37], [38]. However, techniques based on
probability density estimation are demonstrated to provide su-
perior performance when “the normal data” conforms to a nom-
inal distribution and the unknown probability measure can be
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estimated near perfect [39]. Moreover, even though there exist
several anomaly detection methods [1] proposed for supervised
[40], semi-supervised [41] and unsupervised [6] settings, none
of them has performance bounds in nonstationary or adversarial
settings [7].

For these reasons, we adopt the probability density based
approach in an individual sequence perspective [12] to pro-
vide strong deterministic bounds both in density estimation and
anomaly detection stages of our algorithm. In the literature, there
are various methods that can achieve sublinear performance
bounds when estimating the density in nonstationary environ-
ments. In [21], authors propose an approach that can achieve
a regret bound of O(v/CT) when the time horizon T and the
total change C' is known a priori. Without the prior knowledge
of T, the algorithm in [21] can still achieve O(v/CT) regret if
it is run in accordance with the doubling trick [11]. One can
also modify the algorithm of [21] to achieve a regret bound of
O(V/ChaxT) if an upper bound on C' is known instead such
that Cp, . > C. For the case of no prior knowledge about C, an
algorithm that achieves a regret bound of O(C+/T) is proposed
in [7]. Nonetheless, none of these methods achieve the mini-
max regret bound O(C'log T') [42]. In [27] and [28], the authors
propose methods to achieve this minimax optimal regret only
in binary sources and discrete sources respectively. Achieving
the minimax optimal regret O(C'log T') is not possible with the
state-of-the-art methods when the source belongs to a general
exponential-family. To this end, we introduce a truly online den-
sity estimation algorithm that can achieve the minimax optimal
regret bound O(C'log T') without any knowledge of C' and T
beforehand. The computational complexity and storage demand
of our algorithm is linear in time.

In anomaly detection with thresholding some likelihood func-
tion (such as in the probability density based methods), the opti-
mal selection of the threshold is intrinsically difficult [7]. There-
fore, we adopt a dynamically selected thresholding scheme and
update our threshold in accordance with the feedback. Most
of the algorithms in literature do not provide guaranteed regret
bounds in this setting. In the literature [7], performance bounds
of only O(\/T) for surrogate regret are achieved with respect
to the best threshold selected in hindsight. However, such a re-
gret bound for the anomaly detection performance invalidates
our purpose of estimating the density function of the normal
data with minimax optimal, i.e., log-linear, (O(C'log T')) regret.
Therefore, we propose a thresholding scheme that achieves log-
arithmic (minimax) regret bound, i.e., O(logT'), to provide a
truly minimax optimal anomaly detection algorithm.

C. Contributions

Our contributions are as follows:

1) For the first time in the literature, we propose a truly
minimax optimal anomaly detection algorithm for non-
stationary sources with logarithmic performance bounds
by optimizing both the density estimation and threshold
selection in an individual sequence manner.

2) Our algorithm can be used in unsupervised, semi-
supervised and supervised manner because of its
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individual sequence (i.e., universal prediction) perspec-
tive on its density estimation.

3) Our algorithm can assign distinct costs to making a predic-
tion error on normal and anomalous data since in general
their importance are not the same in various applications.

4) For the first time in literature, we propose a density
estimation algorithm that achieves the minimax opti-
mal regret O(C'log T') for general exponential-family of
sources. Our density estimation algorithm improves upon
the source coding literature and asymptotically achieves
Merhav’s lower bound [42] for any i.i.d. exponential-
family source with piecewise constant parameters.

5) Our proposed adaptive thresholding scheme achieves log-
linear regret against the best threshold chosen in hindsight
and improves greatly upon the /7" regret scheme in the
literature [7].

6) Our algorithm is strongly sequential such that neither the
time horizon 7" nor the number of changes C' of the source
statistics are known.

7) Through extensive set of experiments involving synthetic
and real datasets, we demonstrate significant performance
gains achieved by the proposed algorithm for both density
estimation and anomaly detection with respect to the state-
of-the-art methods.

D. Organization

First, we formally define our problem setting in Section II.
We introduce a minimax optimal density estimator that achieves
logarithmic regret bound for stationary memoryless sources
in Section III. In Section IV, we eliminate the requirement
of any a priori knowledge of the statistics of the source. In
Section V, we introduce a minimax optimal density estimator for
nonstationary sources. In Section VI, we propose a completely
online anomaly detection algorithm that adaptively thresholds
the density estimation. In Section VII, we illustrate significant
performance gains over both real and synthetic data, and finish
with concluding remarks in Section VIII.

II. PROBLEM DESCRIPTION

We introduce an online algorithm for anomaly detection in
time series that sequentially observes {x;}:>1, : € R™, at
each time ¢, and estimates the probability of the unseen data
based on our previous observations. Based on this probability
estimate, we decide whether the newly observed data is
anomalous or not by comparing the estimated probability with
a threshold [1], [15].

We assume that the normal samples of the time series are gen-
erated by or can be closely modeled with a nonstationary source
with piecewise constant parameters. We can represent such a
density function as f;(-) whose source parameters are given by
the vector a;. Since the source at hand has piecewise constant
parameters, the source parameters o remains unchanged for
some segment of time indices, i.e., a; = ;4 1, if both ¢ and
t + 1 are in the same time segment where the source statis-
tics do not change. We represent the number of changes of the
source statistics in a 7" length observation sequence by C' which
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is given by

T
CET+Y late M
t=2

where the beginning is also counted as a change and 1, is
the indicator function that outputs 1 if the statement x is true
and O otherwise. As an example, for stationary sources, i.e.,
distributions with unchanging natural parameter, the number of
changes C'is 1.

In our two stage algorithm, we first introduce a pdf estima-
tion algorithm, which estimates the density of the nonstationary
source that generates or closely models the normal data in the
time series. In the online setting, we observe a sample vector
x; at each time ¢ with the unknown density function f;(-). We
estimate this unknown density f; (x:) based on our past observa-
tions {a, }'~! and produce an estimate f, (x; ). We approach this
problem of estimating the density of the nonstationary source
from a competitive algorithm perspective where the competing
strategy is naturally given by the true density function (if such
a distribution exists) or the density function that best represents
the data. To this end, as the performance measure (i.e., the loss
function in our competitive framework), we use the log-loss of
the density functions, i.e., [( f; () = —log(f; (2;)), since it is
the most widely used loss function for probability distributions
[43]. We use the notion of “regret” on the log-losses to define
our performance in an individual sequence manner [11], such
that the regret at time ¢ is

re = —log(fi (%)) + log(fi (1)), )

and the cumulative regret up to time 7' is

T
Rr =Y (~log(fi(@) +log(fi(@))) . ©)

t=1

Our goal is to achieve low regret bounds for any arbitrary
observation sequence. We do not analyze the regret with its sta-
tistical properties (e.g., the expected regret, its variance or high
probability bounds) whether or not the observation sequence is
stochastic in nature. Instead, we will derive regret bounds for
any individual observation sequence in a universal prediction
perspective [12]. Our algorithms are deterministic and our ac-
cumulated regret will not change given the same observation
sequence (hence, there is no randomness involved for any arbi-
trary observation).

We want to achieve the performance of the best distri-
bution with piecewise constant parameters where each seg-
ment is modeled by an exponential-family distribution, since
the exponential-family of distributions cover a wide range of
parametric statistical models [7] and accurately approximates
many nonparametric classes of probability densities [20]. For
exponential-family of sources, the source statistics c; is called
the natural parameter of the density function. Hence, the density
function f;(-) is given by an exponential-family of distribution
with possible changing natural parameter o;.

After modeling the normal data in the time series by creating
a minimax optimal density estimation ft(a:t), we produce our
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anomaly decision by thresholding ft (x; ), which optimally min-
imizes Type-1 errors in certail} environments [15], [29]. Hence,
the binary anomaly decision d; is constructed as

- 1
i
,17

where 7; is a time varying threshold. Our true 0 — 1 loss function
in this setting is defined as

ft (z;) < 7 (anomalous) @

ft (x;) > 7 (not anomalous)’

La(fol@n) 7 d) = Ly (), ®)

where 7 is the threshold variable.

However, the loss in (5) is difficult to analyze since the loss
function is not convex in 7. To deal with this difficulty, we do a
convex relaxation. We use the standard practice of replacing the
comparator function with a convex surrogate function (common
examples are the square loss, hinge loss, cross entropy and
logistic loss) [44]. We use the logistic loss function,

Ui, fo(@e), di) = log(1 + exp(—(r — fi(x:))dy)),

which is also exp-concave. We compete against the best thresh-
old chosen in hindsight 7*. Thus, the excess cost (regret) in-
curred up to time 7" by our anomaly detector with respect to the
best threshold chosen in hindsight is defined as

T
Rar = Um, filay),d) = > U7, filay),di).  (6)

t=1 t=1

Performance analysis for these surrogate loss functions are
meaningful because they completely upper bound the origi-
nal 0 — 1 loss function, hence, a performance guarantee for the
surrogate regret is likely to hold for the original regret as well.

Our aim is to achieve minimax optimal regret bounds for
both (3) and (6). To this end, in Section III, we introduce a min-
imax optimal density estimator that achieves logarithmic regret
bound for stationary memoryless sources. In Section IV, we use
these density estimators as our building blocks to eliminate the
requirement of any a priori knowledge of the statistics of the
source. In Section V, we introduce a minimax optimal density
estimator for nonstationary sources and achieve the minimax
optimal regret bound O(C'logT) for (3). In Section VI, we
propose a completely online anomaly detection algorithm that
adaptively thresholds the density estimation, which achieves
the minimax optimal regret bound for (6), i.e., O(log T') regret
against the best fixed threshold selected in hindsight.

III. STATIONARY DENSITY ESTIMATOR

In this section, we first construct a density estimator that
achieves minimax regret bound for stationary sources (unchang-
ing statistics, hence, natural parameter). Here, at each time ¢,
we observe x; € R™ distributed or closely modeled according
to a memoryless exponential-family distribution

f(@i) = exp (—(@, z1) — Ae))

where o € R? is the unknown natural parameter of the
exponential-family distribution that minimizes the cumulative

(N
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log-loss (i.e., the best offline estimation) and belongs to a con-
vex feasible set S, A(-) is a known function of the parameter o
(normalization factor or log-partition function), (-, -) is the inner
product and z; is the d-dimensional known sufficient statistic
of x; [18], i.e.,

zi =T (x). (8)

Remark 1: In general, a distribution belonging to an expo-
nential family has the form f(z) = exp(— (o, 7 (z)) — A(ax) —
B(x)), where B(x) is only a function of the observation . How-
ever, this function can simply be included inside of 7 (x) whose
corresponding parameter in the inner product will simply be 1
in the true probability density.

Instead of directly estimating the density function f(-), we
cast the problem as a convex optimization problem and esti-
mate the natural parameter o according to our past observations
{x, }'_} (a completely describes f(-) and estimating c instead
of f(-) still provides logarithmic performance bounds). Hence,
our density estimation is

fi(@:) = exp(—(6y, z:) — A(ay)). 9)

We use Online Gradient Descent (OGD) [22] to sequentially
produce our estimate &y, where we first start from an initial
estimate ¢v;, and update our recent estimation ¢&; based on our
new observation x;. To update &, we first observe a sample
@, and incur the loss I(&;, x;) according to our estimation ¢,
which is the log-loss, i.e., — log(f; (;)). From (9), we receive
the loss

ey, xe) = (G, ze) + Alay). (10)

Then, we calculate the gradient of the loss with respect to &,
Va, l(G, @) = 21 + Vg, AQy),

(11)

where (14, 1s the mean of z; if x; were distributed according to
f1(+). We update the parameter ¢&; such that

:zt_l’['dra

Qi1 = Ps(6y — (20 — pa, ), (12)

where 7, is the learning rate and Pg (-) is the projection onto the
convex feasible set S and is defined as

13)

Pg(x) = arg min ||z — y||.
yes

The complete algorithm is provided in Algorithm 1 where
the learning rates are given by 7; = (Ht)"! where H > 0 is
an input to the algorithm. The optimal value for H and the
instructions on its selection are given in Theorem 1. Next, we
provide performance bounds of Algorithm 1. Theorem 1 shows
that using Algorithm 1 with a suitable parameter H, we can
achieve minimax regret O(log 7).

Theorem 1: When Algorithm 1 is used with parameter H to
estimate the distribution f; (x; ), its regret is upper bounded by

D
< —(logT +1
RT_QH(Og +1),

if i is such that X4, = HI;.q for all ¢, where ¥4, is the
covariance of z; when «; is distributed with natural parameter

(14)
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Algorithm 1: Stationary Density Estimator.
1: Set H

2: Initialize learning rates n; = (Ht)™! fort € {1,2,...}
3: Select initial parameter &

4: Calculate the mean pg,

5: fort=1,2,...do
6.
7
8

Declare estimation ¢v;
Observe x;
Calculate z; = 7 (x;)

9:  Update parameter: &1 = & — (2t — o, )
10:  Project onto convex set: &1 = Ps(y41)
11:  Calculate the mean pig, , |
12: end for

&y, 14,4 1s the d-by-d identity matrix and D is defined as

D Stz — e |
St

The result of Theorem 1 shows that the regret is recipro-
cally dependent on our input parameter . Therefore, choos-
ing H lower than necessary may result in a high regret. In
Section IV, we mitigate this problem by adopting a mixture of
experts approach [45], [46].

Proof of Theorem 1: The proof of the theorem is given in
Appendix A. ]

Remark 2: Suppose instead of x;, we observe a distorted ver-
sion such that y, = Q(x;), where Q(-) is the distortion channel,
e.g., an additive noise channel. Then, using an unbiased estima-
tor z; = 7 (y,) such that IE[2;] = 7 (x;) produces the same
results in Theorem 1 for expected regret [7].

Remark 3: Instead of OGD, any other gradient based ap-
proach such as Momentum [47], Nesterov’s Accelerated Gradi-
ent [48], Adam [49], Adagrad [50], Adadelta [51] can also be
used. Similar derivations will also hold for them as well.

IV. UNIVERSAL DENSITY ESTIMATOR

The Algorithm in Section III needs an input H which needs
a priori knowledge we do not have on the underlying process to
be set appropriately. Therefore, in this section, we propose an
algorithm to estimate the density of a stationary source when
we do not know H a priori.

Suppose, we run N separate Algorithm 1 and label each of
the resulting estimators as f/ (z),r € {1,2,...,N}. We mix
all of the estimators in a weighted manner such that our density
estimation is given by

N
fiw) = wp i (), (15)

r=1
where wy is the mixture weight of the algorithm labeled r at
time ¢. These weights are normalized versions of the algorithms’
performance weights w; such that

T
Wy

ro_
w; =

(16)
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The performance weights of the algorithms are given by

t-1
vy = [] £ (), (17)

T=1
fort > landw] = 1atthestartforr € {1,2,..., N}. We point

out that the mixture weights w; can be recursively updated as

wy = wy f /i, (18)

from (15), (16), (17), where w} = 1/N. We next provide the
performance bound of this mixture approach.

Theorem 2: When we combine a total of N estimators with
the weighting scheme in (15) and (18), the regret incurred by
our universal density estimator ( ft“ (1)), Ry v, is upper bounded
by

.....

where IR7 . is the regret incurred by the estimator labeled .

Theorem 2 implies that even by mixing exponential number
of estimators we can still achieve sublinear regret since the
additional regret of mixing is only logarithmically dependent
on the number of density estimators mixed together.

Proof of Theorem 2: The proof of the theorem is given in
Appendix B. |

Corollary 1: Suppose we do not know H exactly but know
H, i, and H,, .. such that H,;, < H < H,,.«. For each of
the estimators mixed, i.e., f,r (), we set the input parameter
as H, = Hyi, - 27 L forr = {1,2,..., |log, %J +1}. We
incur Ry ¢y such that,

Hma‘x D
1 — 1).
fi J + ) + H(logT+ )

min

Rry <log ( {logg

Proof of Corollary 1: The proof of the corollary is given in
Appendix C. |

The complete algorithm is given in Algorithm 2.

Remark 4: The result in Theorem 2 is general such that it is
true for any density estimation used in the mixture. Therefore,
we can incorporate various different density estimators (para-
metric or nonparametric, e.g., ML [29] and KDE [31]) as experts
in Algorithm 2 to achieve the optimum performance in the mix-
ture. For example, the construction of z; requires the knowledge
of sufficient statistics mapping 7 (-) beforehand. Since the suf-
ficient statistics of different kinds of distributions belonging to
the exponential family may differ, knowing the mapping 7 (-)
means knowing the exact kind of distribution to a certain degree,
e.g., whether the distribution is normal, exponential, gamma etc.
Therefore, we can add to the mixture in Algorithm 2 different
Algorithm 1’s with different sufficient statistics mappings 7”(-).
We point out that if the total number of possible candidates for
7T (-) is M, our regret only increases by log M.

V. NONSTATIONARY DENSITY ESTIMATOR

In Section IV, we have introduced an algorithm that achieves
the minimax optimal regret when estimating a stationary
exponential-family source without any a priori knowledge. In
this section, we extend that result to nonstationary sources, i.e.,
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Algorithm 2: Universal Density Estimator.

Algorithm 3: Nonstationary Density Estimator.

1: INPUTS:
2: Set Hmin and Hnnx
3: Set N = Llog Swax | 4]

Hoyin

4: Start N density estimators f7 (-) each running
Algorithm 1
with parameter H, = Hyi, - 2" forr = {1,2, ...

5: Initialize weights w] = 1/N, Vr

6: ALGORITHM:

7: fort =1toT do

8: OUTPUT:

9:  Declare estimation f* (z) = SN w! fI (x)
10:  UPDATE:
11:  Observe a;
12:  Calculate z; = 7 (x;)
13:  forr =1to N do

IV}

14 Update density estimations f7 ()- according to
“Stationary Density Estimator”

15: wi = wi ff (x)/fi' (20)

16:  end for

17: end for

dynamic natural parameter a;. To achieve the minimax regret
in nonstationary sources, we can run Algorithm 2 on our obser-
vations and reset it at each instance the source statistics change.
While this approach achieves the minimax optimal regret, it
requires the knowledge of exact time instances the source statis-
tics change. Since we do not know these time instances, we
create a new Algorithm 2 at each time ¢ and mix them instead
of resetting the algorithm. We point out that these newly created
Algorithm 2’s train their estimators with only the observations
after the time they were created. Hence, at each time 7, we create
anew Algorithm 2 and label the estimation of this algorithm at
time ¢ (7 < t) as g7 (-). We point out that g7 (-) only uses the ob-
servations {&,, &, 1, Tr42,...,2T;_1} to construct its density
estimation at time ¢. Since g/ (+) is the output of Algorithm 2, it
has already gone through a mixture. We adopt a double mixture
approach and combine these g7 (-) again with carefully selected
weights as

19)

t
Au §

where v/ is the combination Welght of the estimator started at
T at time ¢. These combination weights are normalized versions
of the algorithms’ performance weights 9] such that

of

t JUNE]
ZT:I UZ—
for 1 < 7 < t. The performance weights are recursively calcu-
lated as

T _
vy =

(20)

t—T
T+1

=<, . @D

o7

01 G{—1(xi1), T <t

1 AT AT
— 0 G (1), T=t
f t—17+1

T=

1: Initialize 91 = 1

2: Set Hmin; Hmax

3: Initialize estimator g} (-) using Algorithm 2

with inputs { Hyin, Hmax }-

4: fort =1to T do

5:  Declare estimation g}’ (z) = >\ _, o] §7 (2)

6 Observe x;

7. forT=1totdo
+1- T

8

9

0

— 07 - i (1)
Update g/, ; (-) according to Algorlthm 2
end for

Update 0/, ; =

t

1
11:  Create v;ﬂ = Z —— 0y - g (xy)
ot-T+2

12:  Start estimator | (-) according to Algorithm 2

13: fort=1tot+ 1do
14: Uf,T:Uf/(ZT 1Uf)
15:  end for

16: end for

where ©} = 1 at the start. The complete description of the algo-
rithm is given in Algorithm 3. Next, we provide the performance
bound of Algorithm 3.

Theorem 3: Algorithm 3 has the following regret bound,
Rr ns,

c c-1 c
Rrns <Y logti+ Y log(ti+1)+ > Riuv,

i=1 i=1 i=1

(22)

where C' is the total number of change in the source statistics
as in (1) and the lengths of the piecewise stationary segments
are t; fori € {1,2,...,C} (Ziczl t; = T). Initializing ¢, = 0,

. . . W
R; 7 is the regret incurred by the estimator gtZ it

interval t € [Z;;ll tj +1, 23‘:1 t;].

The result of Theorem 3 shows that the additional regret we
incur from not knowing the time instances when the source
statistics change is linearly dependent on the number of such
changes.

Proof of Theorem 3: Combining (19) and (20), we have,

t s A
ZrlvtTgtT()_ > o1 U747 (2)

s - 1 P | )
O+, 0F Do 07107y (x1)

fort > 1and g/, (x) = g1 (). Thus, we receive the following
accumulated log-loss, Ly g,

in time

g (z) =

T
Lys = 2—10{3@?(9%),
t=1
— loggl ) Zlog( % 1 07 7 (1) )
1 T )
Z: 1 071971 (1)
T
= —log Y 8747 (@r).

T=1
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We see that this expression can be written as the log-loss of a
weighted sum of losses incurred from various strategies belong-
ing to a set St after we recursively substitute 97, using (21)
and consider the distributive property of multiplication over ad-
dition. A strategy s in S, uses g7 ;(-) at time ¢t — 1 and it
is only allowed to continue along its last estimator to g/ (-) or
switch to g!(-) at time . Let s; denote the superscript () of
whichever estimator is utilized by s at time ¢. Consequently, our
Lyg = —log Z

loss becomes,
T
(Q(S) Hf]f’ (%)) ;
seSr t=1

—log Q(s Hg

(23)

foralls € Sy, where Q(s) denotes the prior weight determined
by how long each of the different estimators g7 (-)’s are used
by s.

In (21), the prior components f 7 and ﬁ in the calcu-
lation of ¢ result in the following @Q(s) for an s which utilizes
a total of C estimators

Cs=1
Q(s) =1 ¢, 1 Cot

:F
S

i=1

where ¢;’s are the durations in which fixed ¢/ (-)’s are used, i.e.,
the same estimator that started at 7. To upper-bound Ly g, we
use s* € Sy in (23), which changes its estimator at the exact
time instances where the true density changes (for a total of
C' — 1 times). Hence,

T
Lys < —logQ(s") [[ 4" (1),

A

|

8
~
—°
S+

N
—
— =
Naby
N
g
8
~—
~

IN

C C-1 T
> logti + Y log(ti +1)+ Y —log g ().
=1 i=1 t=1

After subtracting the log-loss incurred by the best density from

both sides, we end up with the bound given in (22). |
Corollary 2: Combining Theorem 2 and Theorem 3, we can

achieve the following regret bound where 270:1 t;="T.

-1

RT]\S < Zlogt +Zlogt +1)
= i=1
+ClogN+Z (log(t;) +1).

7,
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Ifthereexistsa D > D; and H < H, foralli € {1,2,...C},
the bound can be written in a more compact form as

D T D
< )
Rrys <C (<2+ H> log <C> + 1+ Vi +logN>
(24)

Therefore, our density estimation algorithm achieves Merhav’s
lower bound O(C'logT) [42] hence achieving the minimax
optimal regret.

Remark 5: In [42], the authors show the achievability of log-
arithmic regret bounds using the Minimum Description Length
(MDL) principle. They show that the total number of bits needed
for universal coding of a source with piecewise constant param-
eters is at least (1.5C — 1)log T'. Hence, our algorithm has a
multiplicative redundancy factor of D/H, where D increases
with the set of sufficient statistics and H increases with stronger
convexity. Note that the lower bounds in [42] are proven for a
finite size alphabet and their extension to the continuous dis-
tributions are not straightforward. However, similar logarithmic
redundancy bounds should hold for different continuous distri-
butions albeit with different constants. Our multiplicative redun-
dancy D/ H increases with the hardness of the problem, so it is
reasonable to assume that a similar constant exists for the lower
bound as well, which is different for different distributions and
different estimation problems. Nonetheless, logarithmic perfor-
mance bounds are always welcomed in both machine learning,
signal processing and information theory literature since loga-
rithmic bounds decay exponentially fast.

VI. ANOMALY DETECTION

To decide whether the data a; is anomalous or not, we thresh-
old the output of the nonstationary density estimation g;' (x; ) of
Algorithm 3 with 7; such that

9t (x) < 1 (anomaly)

. +1,
_17 9t (w
This thresholding is equivalent to thresholding a general mono-

tonically increasing function of g;'. Hence, in a more general
form, we have

5 +1,

dt B { _]-7
where p; = ®(g;') and ®(-) is a monotonically increasing func-
tion. Our error with 0 — 1 loss is given by 1; 4, - However,
we emphasize that, in general, the cost of making a prediction
error on normal and anomalous data may not be the same. To
this end, our algorithm can assign different costs to these dis-
tinct errors. Let Jy, be the cost of misclassification of the data
with label d; (d; € {—1,1}). Then, we can rewrite the error as
Ja, 1 dy4d, - However, the 0 — 1 loss definition is not convex in
Ty, which makes optimization difficult. Therefore, we substi-
tute this 0 — 1 loss with the widely used logistic loss function
log(1 + exp(—(m — pr)d;)), which completely upper bounds
the 0 — 1loss 1 q, - Hence, the loss function is given by

l(Tt,ﬁmdt) = —ﬁt)dt))'

¢) > 7 (normal) 25)

pi(x¢) < 7 (anomaly) 6)
pr(xy) > 73 (normal)

Ja, log(1 + exp(—(7
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Algorithm 4: Anomaly Detector.

1: Determine error weights J, ford, € {—1,+1}
Select scoring mapping D(-)
Select feasible set V
Initialize o
Initialize 7
fort =1to T do
Observe x;
Get density estimation g;' (x; ) according to
Algorithm 3
9:  Produce score p; = ®(g;' (x)).
10:  Declare prediction dy = sign(7y — pr).
11: Set l/ = —dedt(l—FeXp(Tt —ﬁt)dt)ilﬂ
12: Bt = Bt,1 -+ (l/)2
13: Kt = Kt,1 + ((Z/)2Tt - l’/a)
14: 7,1 =arg min, .y (v — K;/B;)
15: end for

J{¢111

We compete against a best fixed threshold, thus, regret in a time
horizon 7" is defined as

T T
Rag =) Un.prdi) = min Y U(rppdi),  @7)
t=1 t=1
where V is the feasible set of the threshold. Let the time indices
where we make a prediction error be defined by the set 7,. Then,
the actual regret that approximates the 0 — 1 loss regret is given
by
Rar = l by, dy) — mi (T, Pr,dyp). 28
AT Z (7e, D, di) min Z (7, Pe, dy) (28)

teTl, teTl,

We use Online Newton Step [22] to update our threshold 7; to
minimize the regret in (28). Since the game is now defined only
for the time instances we make a prediction error, the threshold
is updated only in those time instances. Therefore, the gradient
of our loss is given by

- o, d; N
1+ exp(—(1p — py)dy) “7de

We define variables B;_; and K;_; as follows

U(te,pr,dy) (29)

t—1

Bz‘,—l - Z(l/(T‘!‘aﬁta dt))Qv

r=1
t—1

A 1, .
Ko =Y (U700, d0))* e = U (701, ),

r=1

for input parameter «v. Let p; be in a feasible subset V of R.
Hence, 7; belongs to the feasible set V, thus, the prediction 7;

is given by
T = arg min (v _ B )2
' veV B 1 .

(30)

The complete algorithm is given in Algorithm 4. Next, we pro-
vide regret bounds on the anomaly detector.

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 66, NO. 5, MARCH 1, 2018

Theorem 4: Using Algorithm 4 with parameter

1+ exp(—A) ) |

1.
@ = 5 min (exp(—A), AT

we achieve the following anomaly detection regret bound for
27)

Rair <3 (exp(d) + i ) loe T, GD

* 1+ exp(
where A is the diameter of the feasible set V such that A £
SUpPy yev H‘T - y”’ Jmax = HlaX(J_l, J+1) and Jyin = min
(J-1, J41).

Proof: The loss function is given by

U(ri,pe,dy) = Jg,log (14 exp(—(1 — py)dy))- (32)

We take the first derivative of the loss function as

. —Ja, dy
Uy, pr,dy) = L , 33
(i, P, o) 1+ exp((1y — pr)dy) G9)
and second derivative as
— p)d

() = e SPUT 2 PO (34)

(14 exp((ry — pe)di))?’

since d? =1 for d; € {—1,+1}. The loss function is A-exp-
concave for A = Jy,i, exp(—A) since p; and 7; are in the feasi-
ble set V and

(ll(Ttvﬁta dt))2 .
NN P T)) - B p
l”(Ttnﬁm dt) Jd* eXp( (Tl‘ pt) t),

> Jmin eXp(—A)-
The gradient of the loss function is upper bounded as
JHI‘&X
(14 exp(=4))°

Using Online Newton Step [22] with a = 0.5min()\,
(4AY)™!), we achieve a regret bound of 3(A™" + 4AY ) log T.
Therefore

Hl/(Ttaﬁtadf)” SYZ (35)

exp(4)
Jmin

4AJmax

Tr exp(—A)> logT. (36)

Rar <3<

|
The result of Theorem 4 shows that our misclassification
regret is logarithmically dependent on the time horizon 7". How-
ever, its dependence on the diameter of the feasible set is expo-
nential. To circumvent this problem, we can use suitable trans-
formations such as p; (@;) = log(1 + g} (x;)). However, atten-
uating the density estimation output too much may decrease
robustness.
Corollary 3: Running Algorithm 4 with transformation
®(z) = log(1l + x) results in the following regret if density
estimation is upper-bounded by P > §;' (x:)

4log(1 + P)J
—oip )) logT. (37)

Proof of Corollary 3: Putting A =log(1 + P) directly in
Theorem 4 concludes the proof. ]

Rar <3 ((1+P) <1+
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Remark 6: In a semi-supervised setting, the threshold can be
updated at times when a feedback is received. In this setting, the
same performance bounds will hold if we define the regret for
only the times feedback is received, i.e., we let the set T}, be the
time indices when we receive a feedback and make a prediction
error.

Remark 7: In unsupervised setting, we can use a fixed step
threshold update instead of the Newton Step approach. Suppose,
we want to achieve a false alarm rate of «.. If we increment the
threshold by J, when we observe a sample with density estimate
above the threshold and decrement it by §(1 — )/« when the
observed sample has a density estimate below the threshold, we
can converge to the optimal threshold with false alarm rate of «
for sufficiently small ¢ and sufficiently large number of observa-
tions since our density estimation has logarithmic performance
guarantees.

VII. EXPERIMENTS

In this section, we demonstrate the performance of our al-
gorithm both on synthetic and real data. We use two synthetic
datasets and three real datasets to show how our algorithm per-
forms individually and in comparison to the state-of-the art
algorithms.

In the first experiments, we are detecting outliers in a synthe-
sized dataset which is generated by a nonstationary Gaussian
process. This experiment compares the performances of the al-
gorithms when the anomalies consists of outliers. The second
experiment on the other hand is adversarial since the anoma-
lies consist of the recently modeled normal data (because of the
leakage). The third experiment shows the performance of our
algorithm in comparison to the state-of-the-art in a piecewise
stationary real world dataset. The fourth experiment illustrates
the performances of the algorithms in a sequential stock market
data. The final real world experiment consists of learning in an
unsupervised setting.

The non-density based anomaly detection approaches such
as SVM [32], [33], nearest neighbors [34], [35] and clustering
[36] can be thought of as the fitting of appropriate kernels to
decide the outliers (e.g., SVM fits appropriate kernels to deter-
mine its boundaries and nearest neighbors fits the appropriate
kernels on the training sample points respectively). Therefore,
we use the Kernel Density Estimator algorithm (KDE) [31] in
our performance comparisons for both the density estimation
and the anomaly detection. For the benefit of KDE, we use the
optimal kernel selection in accordance with the dataset and opti-
mally tune its bandwidth parameter with Silverman’s rule [52].
Moreover, we compare our algorithm against the Maximum
Likelihood algorithm (ML) [29], which optimally fits an appro-
priate parametric model to the dataset. Additionally, we compare
our method against the adaptive algorithms Filtering and Hedg-
ing for Time-varying Anomaly Recognition (FHTAGN) [7] and
Online Convex Programming (OCP) [21]. All of these algo-
rithms first estimate a density function for the normal data and
thresholds that function to detect anomalies. We used the same
thresholding scheme in Algorithm 4 in all of the algorithms for
a fair comparison. In the unsupervised real data experiment, the

1221

algorithms use a fixed step threshold update for fixed false pos-
itive rate as in Remark 7. In all of the experiments, we showed
the log-loss performances of the density estimators for normal
data to compare their modeling power capabilities. The den-
sity estimation part of our algorithm is called Minimax Optimal
Density Estimator (MODE) and the anomaly detector is called
Anomaly Detection with Minimax Optimal Density Estimation
(ADMODE).

To compare the anomaly detection performances of the algo-
rithms, we used the Area Under Curve (AUC) parameter [53].
We used the AUC parameter in [54], [55], and approximated it
by using an approach similar to [56], where we have sampled
the ROC curve at multiple points by varying the discrimination
threshold [56] of each method. This sampling of the ROC curve
provided different True Positive Rate (TPR) and False Positive
Rate (FPR) pairs. Suppose TPR;, FPR; fort =1,2,3,...,n
are the sampled points of the ROC curve at different values in-
cluding the trivial points (0, 0) and (1, 1). Suppose further, these
pairs are sorted in an ascending manner according to F'PR;
values. Then, we can fit a piecewise linear function onto these
samples to approximate the ROC curve. The area under this plot
is given by

n—1
AUC = 0.5(TPR;; + TPR;) (FPR;y, — FPR;).

i=1

(38)

We use this AUC metric [54] to evaluate the performances of
the anomaly detectors. We emphasize that the online setting is
different than the batch learning setting. During the course of
the algorithms’ run, we do not have fixed TPR/FPR pairs, they
evolve through time, hence, provide an AUC metric evolving
with time. We sample the ROC curve by varying the thresh-
old that determines the behavior of the anomaly detector [56].
However, our online algorithm, i.e., Algorithm 4, dynamically
updates the threshold. Hence, to sample the ROC curve at dif-
ferent points, we vary the cost metrics JJ_; and J, ;. These
cost metrics are varied one at a time, where we fix one of
them to 1 and exponentially vary the other one in 100 steps
from 271% to 1 (i.e., the other cost metric is selected from the
set {1,270t 2702/ 9798 9799 9=101) Since the update
speed of the threshold is different at false positives and false
negatives, this approach provides us with multiple samples on
the ROC curve, which we use to approximate AUC.

Weset Hyin = 1772, Hypax = T and Hy, . = T2 for the den-
sity estimation of our algorithm in first three and last two ex-
periments respectively. The algorithms use ®(z) = log(1 + x)
and ®(z) = log(x) transformation on the density estimations
for the threshold update scheme in first three and last two ex-
periments respectively. The diameter of the feasible set A is set
to the maximum value of these score estimations for the algo-
rithms. Following [21], OCP is run with the parameter T,-_l/ 2
and 10T[1/ ? in first three and last two experiments respectively
for each epoch with length 7. Following [7], FHTAGN is run
with the learning rate 1/+/¢ and 10/+/Z at time ¢ in first three
and last two experiments respectively. ML and KDE uses sliding
windows of length 10 log ¢, 5log ¢, log t and 100 log ¢ at time ¢ in
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synthetic experiments, Iris dataset, ISE dataset and Occupancy
Detection respectively.

A. Outliers in Nonstationary Environment

In the first part of the experiments, we compare the perfor-
mances of the algorithms in detecting outliers in a nonstationary
environment. In each trial of the experiments we create a length
1000, i.e., T = 1000, dataset that is generated from a Gaussian
process with mean changing between 0.1 and —0.1 every 100
samples and variance of 10~%. Then, we randomly select 100
indices that will contain the anomalous data. The samples at
the indices containing anomalies are generated from Gaussian
processes with mean equal to the mean of the normal data at
that index and variance equal to 10~2. We feed this dataset to all
of the algorithms and repeat this experiment for 100 trials. The
log-loss performances and AUC performances are illustrated in
Fig. 1(a) and 1(b) respectively. The normal and anomalous data
points generated in all 100 trials are plotted in Fig. 1(c) for illus-
tration of the dataset. As can be seen in Fig. 1(c), the respective
position of the outliers to the normal data stays the same.

As can be seen in Fig. 1(a), the algorithms OCP, FHTAGN and
MODE are more robust since their log-loss performances are not
affected from the environment changes. However, ML and KDE
algorithm suffer greatly from the change of source statistics
since their tolerance to the nonstationary environment are quite
lower. Nonetheless, our algorithm, i.e., MODE achieves a much
lower log-loss since its modeling capabilities greatly surpass
OCP and FHTAGN.

From Fig. 1(b), we again see that FHTAGN outperforms OCP
as in the log-loss performances. Similarly, ML outperforms OCP
and FHTAGN at the beginning but its performance deteriorates
over time. However, the deterioration speed of its AUC perfor-
mance is slower than in its log-loss so that it is only outperformed
by FHTAGN while still having better performance than OCP.
The most interesting performance is maybe achieved by KDE.
While KDE performed the worst in terms of log-loss, its AUC
performance is significantly better than the other competitors.
While its log-loss behavior, similar to ML, deteriorated over
time, its AUC performance increases ever so slightly. This per-
haps shows that even though KDE may not necessarily model the
normal data in the best way, its modeling distinguishes outliers
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quite well. Nonetheless, our algorithm, ADMODE, significantly
outperforms all of the other algorithms in a stable and robust
way by keeping its AUC performance nearly unaffected to the
changes in the source statistics. ADMODE is able to achieve
this superior performance because of its individual sequence
approach and superior modeling due to achieving the perfor-
mance of the best model with the optimal parameters tuned to
the underlying sequence.

B. Change Point Anomalies

In the second part of the experiments, we compare the per-
formances of the algorithms in detecting change anomalies in
a nonstationary environment, i.e., the anomalous samples in a
given time segment are caused by the leakage of normal data
from the previous time segment. In each trial of the experi-
ments, we create a length 1000, i.e., 7' = 1000 dataset that is
generated from a Gaussian process with mean changing be-
tween 0.1 and —0.1 every 100 samples and variance of 1073,
Then, we randomly select 100 indices that will contain the
anomalous data. The samples at the indices containing anoma-

lies have their means changed with the mean of the normal
data of the previous section. We feed this dataset to all of
the algorithms and repeat this experiment for 100 trials. The
log-loss performances and AUC performances are illustrated
in Fig. 2(a) and 2(b) respectively. The normal and anomalous
data points generated in all 100 trials are plotted in Fig. 1(d)
for illustration of the dataset. As can be seen in Fig. 1(d),
the position of the anomalies in a given time segment, e.g.,
t € {401,402, 403, ...,498,499,500}), is similar to the po-
sition of the normal data in the previous time segment, e.g.,
t € {301,302, 303, ...,398,399,400}), since the anomalies in
this dataset are created from the leakage of normal data to the
successive time segment.

As can be seen in Fig. 2(a), the algorithms OCP, FHTAGN and
MODE are more robust since their log-loss performances are not
really affected from the environment changes. However, ML and
KDE algorithm suffer from the change of source statistics albeit
with smaller margins compared to the previous experiment since
this dataset has a higher variance. Nonetheless, our algorithm,
i.e., MODE achieves a much lower log-loss since its modeling
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capabilities greatly surpass all of the algorithms because of its
individual sequence approach.

From Fig. 2(b), we see that FHTAGN outperforms OCP at
the beginning but its performance starts declining with the first
environment change until its performance is lower than OCP at
the end of the dataset. While ML and KDE outperform OCP
and FHTAGN similarly in log-loss, their performance seriously
decline with each change in environment. Nonetheless, our al-
gorithm, ADMODE, significantly outperforms all of the other
algorithms in a stable and robust way because of its superior
modeling capabilities. Its AUC performance remains unaffected
by the changes in the source statistics, and continues to increase
as its learning continues.

C. Iris Dataset

To compare the algorithms in a real life dataset we use the
famous Iris dataset [57]. Iris dataset contains 3 classes with
50 instances each, which makes a total of 150 samples. Each
instance contains 4 features. We preprocess the dataset so that
we separate each feature and treat each feature of each class
as separate classes, hence, samples. This creates a dataset of
12 classes with 50 instances each. To get a sequential dataset
since we work in the online setting, we randomly decide on
an order of appearance for 12 classes and concatenate these
samples to get a time series of length 600 at each trial of the
experiment. Then, each 50 length section is shuffled randomly
in itself. Lastly, we randomly select 5 samples independently
for each section and mark them as anomalous. These 5 samples
in each section are substituted according to a cyclic order of the
sections we randomly decide on. We repeat this experiment for
100 trials and average the results to provide the performances.
We illustrate the log-loss performances and AUC performances
in Fig. 2(c) and 2(d) respectively.

As can be seen in Fig. 2(c), the algorithms OCP, FHTAGN
and MODE are more robust since their log-loss performances
are not really affected from the environment changes. However,
the performances of ML and KDE suffer with each change of the
source statistics. Nonetheless, our algorithm, i.e., MODE, again
achieves a much lower log-loss since its modeling capabilities
greatly surpass all of the algorithms.

From Fig. 2(d), we see that FHTAGN shows better perfor-
mance than OCP at the beginning. However, its performance
rapidly declines and it is finally outperformed by OCP ap-
proximately at the 250th sample. ML and KDE have better
performances than OCP and FHTAGN even though they were
outperformed in the log-loss performances. Moreover, their per-
formances greatly decline with each change in the environment.
Nonetheless, our algorithm, ADMODE, significantly outper-
forms all of the other algorithms in a stable and robust way
because of its superior modeling capabilities. ADMODE is the
only algorithm whose AUC performance increases in a decisive
manner.

D. Financial Anomalies

We have also compared the algorithms in the “Istanbul Stock
Exchange” (ISE) dataset [58], which includes the returns of
various international indexes. ISE dataset is a time series of

IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 66, NO. 5, MARCH 1, 2018

length 536 with 9 features. At each trial of the experiment, we
label 54 samples (10%) as anomalous and subtract 0.1 from them
(i.e., the returns of all of the indexes are decreased by 10%, e.g.,
6% return becomes —4%) to emulate financial anomalies (e.g.,
a market crash or financial crisis). We repeat this experiment for
100 trials and average the results to provide the performances.
We illustrate the log-loss performances and AUC performances
in Fig. 3(a) and 3(b) respectively.

As can be seen in Fig. 3(a), the algorithms OCP, FHTAGN
and ML perform poorly. Although KDE achieves a lower log-
loss, its convergence is slow. Our algorithm, MODE, on the
other hand, achieves the minimum log-loss very fast since it has
higher modeling capabilities.

From Fig. 3(b), we see that OCP, FHTAGN and ML have
very poor performances similar to before. Although KDE
illustrates a higher performance, it can only reach an AUC
performance of 0.7. Our algorithm, ADMODE, significantly
outperforms all of the other algorithms. Even though KDE and
MODE achieve similar log-loss at the end, ADMODE greatly
surpasses KDE in AUC performance because of its faster
convergence and adaptation.

E. Occupancy Detection

In the last experiment, we have compared the algorithms with
areal dataset in an unsupervised setting. We have used the Occu-
pancy Detection dataset [59], which contains 2 classes (occupied
or not) and 5 features, which are Temperature (in Celsius), Rel-
ative Humidity (%), Light (in Lux), COs (in ppm) and Humidity
Ratio. It is divided into three sets of time series. For our exper-
iments, we have concatenated these sets to create a single time
series of length 20560, where 15810 of these are normal data
(not occupied) and 4750 of these are anomalies (occupied). We
have normalized all the features to the intervals [0, 1]. Since we
are working in an unsupervised setting, the algorithms update
their density estimators with each incoming data sample. The
log-loss of the algorithms are capped at 300. For the learning
rate of the unsupervised update of the threshold, we have expo-
nentially searched over the interval [, 1 /6] (with multiplicative
increments of 20-!), where 6 = 300/T (T = 20560), since it is
the minimum learning increment needed to transverse over the
whole log-loss space. We illustrate the log-loss performances
and AUC performances in Fig. 3(c) and 3(d) respectively. For
each algorithm, the best AUC performance resulting from the
optimal selection of the learning rate is plotted.

As can be seen in Fig. 3(c), the OCP algorithm has the worst
log-loss performance for the nominal data. The algorithms FH-
TAGN and ML have similar performances, which are better than
OCP. Even though KDE is able to outperform these algorithms,
it still performs significantly worse than our algorithm, MODE.
From Fig. 3(d), we see that the performance order of the algo-
rithms did not change much. The only difference is surprisingly
between the algorithms ML and FHTAGN. Although FHTAGN
had better log-loss performance for the nominal data, ML had
showed better AUC performance. Because of the characteristics
of the dataset, all of the algorithms have shown a similar be-
havior, where their AUC performance gradually decreases until
~ 7000th sample and then increases until convergence near the
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end. Since our algorithm is more robust to the changes in the
statistics in the dataset, the performance decrease caused by
these changes are significantly less. Thus, our algorithm, AD-
MODE, is able to outperform all of the other algorithms.

VIII. CONCLUSION

We have introduced a truly sequential anomaly detection al-
gorithm that detects anomalies in a time series. Our algorithm
has two stage and consists of first estimating the density of the
nominal data in an online manner and then thresholding this den-
sity estimation to detect anomalies. We approach this problem
from an information theoretic perspective and propose minimax
optimal schemes for both stages to create an optimal anomaly
detection algorithm in a strong deterministic sense. For the first
stage of our algorithm, we, for the first time in literature, have
introduced a truly sequential minimax optimal density estima-
tion algorithm for general nonstationary exponential-family of
sources without any assumptions on the observation sequence.
Moreover, for the second stage, we have proposed a threshold
selection scheme that is minimax optimal with respect to the best
threshold selected in hindsight. In both stages of our algorithm,

we achieve logarithmic regret bounds by adaptively updating its
parameters in a completely sequential manner. Our algorithm
showed significant performance gains against the state-of-the-
art methods in both synthetic and real datasets.

APPENDIX A
PROOF OF THEOREM 1

The regret at time ¢ is defined as

Tt(dt) :l(dt,mt)—l(a,mt), (39)
where [(a, x) is as in (10).
By H-strong convexity, the regret becomes
. . ", 2
Tt S (Val(at,:lzt), (O{t — O{)> — 5”0[,« — Ot” . (40)

We bound the first term in the right hand side of (40) using the
update rule (12). By definition of projection in (13), we have

| Ps(é —miVal(a, x)) — o

< |lay = Val(oy, z) — af.
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Substituting (12) in the left hand side provides

[G1 —afl < flay = Val(éw, z) — o (41)

Hence, we get
G 1 —al® < fléw = Val(ay, ) — o,
<& — | = 20 (Val(, @), (& — @))
+ ;I Val(éw, )| 42)
Since 7; > 0 for all ¢, rearranging (42) results in
(Val(by,x,), (6 — o))
1

< 5 (e —al? = a1 = af?) + TVallas, @),
Nt 2
1 . . ,

< g (I =l ~llawes — alP) + = — pa I

(43)

where we used (11) in the last step. Putting (43) in the right
hand side of (40) yields

1 . .
re < 27% (Hat - 0‘”2 — |1 — a||2)

Ui H .
+ oz = pa | = Sl —al?. @4

Thus, summing (44) from ¢t = 1 to 7', we have the cumulative
regret up to time 7', which is given by

1 1 1 1/1
Ry < = - — —H d,—a2+(—H>
‘ 22(7% M1 >” ' | 2 \m

T
x [én —al? — 7\|04T+1 —al’+ 5 ZﬁtHZt T
23
Z 2 — 112t = Ha |I™ &
- 2Ht
D
< —(logT +1
< oo T+ 1),
where we used 7, = (Ht)™ !, and
T o,
D = Zt:l t 1”’zt /~L0tr ”2

(45)
Yt

which concludes the proof of the theorem.

APPENDIX B
PROOF OF THEOREM 2

We receive the accumulated log-loss L7 ;7 such that

“log (iw:mmt)),

r=1

T

LT,U:Z Ingf x;)

t=1

M’ﬂ

t=1
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where we used (15). Using (16) and (17), we get

erlfl rflni lfAT( )

S Z S )
117 5
= logf;THlf’ x, ,—1ogﬁ£[lfl(w7)7
forallr = {1,2,..., N}. Hence,
T
Lry < 10gN+T€{1m.ifl"N};—10g fi (@),
= logNerrinLTJ,,

where Lp, is the cumulative log-loss of the estimator
labeled 7.

Subtracting the loss incurred by the true density function from
both sides we get,

Rry <log N +min Ry,

which concludes the proof.

APPENDIX C
PROOF OF COROLLARY 1

In Theorem 1, we showed that by knowing H a priori and us-
ing itas the inputin Algorithm 1, we can achieve the regret Ry <
- (log T + 1). Running Algorithm 1 with some H, < H in-
curs regret % (log T + 1) as all the derivations of Theorem 1
would still hold. Since, in the mixture, there is one H, such

that H/2 < H,» < H, the regret incurred by the corresponding

s

Ry jr < 57— (logT+1) < (logT +1).

m\u

D
2H,

Since we mix N = (|log, z‘“J + 1) number of algorithms,
our total regret is given by

HHI&X + 1 +
Hmm

REFERENCES

D
Ry y <log < {log2 E(logT +1),

from Theorem 2.

[1

—

V. Chandola, A. Banerjee, and V. Kumar, “Anomaly detection: A survey,”
ACM Comput. Surv., vol. 11, pp. 1-72, 2009.

B. Baingana and G. B. Giannakis, “Joint community and anomaly track-
ing in dynamic networks,” IEEE Trans. Signal Process., vol. 64, no. 8,
pp- 2013-2025, Apr. 2016.

K. Cohen, Q. Zhao, and A. Swami, “Optimal index policies for anomaly
localization in resource-constrained cyber systems,” IEEE Trans. Signal
Process., vol. 62, no. 16, pp. 4224-4236, Aug. 2014.

[4] J. Sharpnack, A. Rinaldo, and A. Singh, “Detecting anomalous activity
on networks with the graph fourier scan statistic,” IEEE Trans. Signal
Process., vol. 64, no. 2, pp. 364-379, Jan. 2016.

T. Xie, N. M. Nasrabadi, and A. O. Hero, “Learning to classify with
possible sensor failures,” IEEE Trans. Signal Process., vol. 65, no. 4,
pp- 836-849, Feb. 2017.

[6] A.B.Tsybakov et al., “On nonparametric estimation of density level sets,”
Ann. Stat., vol. 25, no. 3, pp. 948-969, 1997.

[2

—

3

[t}

[5

—



GOKCESU AND KOZAT: ONLINE ANOMALY DETECTION WITH MINIMAX OPTIMAL DENSITY ESTIMATION IN NONSTATIONARY

[7]

[8]

[9]
[10]

(1]

[12]
[13]

[14]

[15]

[16]

(17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]
[32]

(33]

[34]

M. Raginsky, R. M. Willett, C. Horn, J. Silva, and R. F. Marcia, “Sequential
anomaly detection in the presence of noise and limited feedback,” IEEE
Trans. Inf. Theory, vol. 58, no. 8, pp. 5544-5562, Aug. 2012.

A. Gyorgy, T. Linder, and G. Lugosi, “Efficient tracking of large classes
of experts,” IEEE Trans. Inf. Theory, vol. 58, no. 11, pp. 6709-6725, Nov.
2012.

A. Gyrgy, T. Linder, and G. Lugosi, “Efficient tracking of large classes of
experts,” in Proc. IEEE Int. Symp. Inf. Theory, Jul. 2012, pp. 885-889.
A. Gyorgy, T. Linder, and G. Lugosi, “Tracking the best quantizer,” [EEE
Trans. Inf. Theory, vol. 54, no. 4, pp. 1604-1625, Apr. 2008.

N. Cesa-Bianchi, Y. Freund, D. Haussler, D. P. Helmbold, R. E. Schapire,
and M. K. Warmuth, “How to use expert advice,” J. ACM, vol. 44, no. 3,
pp. 427-485, May 1997.

N. Merhav and M. Feder, “Universal prediction,” I[EEE Trans. Inf. Theory,
vol. 44, no. 6, pp. 2124-2147, Oct. 1998.

A. Bain, Fundamentals of Stochastic Filtering. New York, NY, USA:
Springer, 2009, vol. 3.

C. R. Shalizi et al., “Dynamics of Bayesian updating with dependent
data and misspecified models,” Electron. J. Stat., vol. 3, pp. 1039-1074,
2009.

H. Ozkan, F. Ozkan, and S. S. Kozat, “Online anomaly detection un-
der Markov statistics with controllable type-I error,” IEEE Trans. Signal
Process., vol. 64, no. 6, pp. 1435-1445, Mar. 2016.

H. Ozkan, F. Ozkan, 1. Delibalta, and S. S. Kozat, “Efficient NP tests for
anomaly detection over birth-death type DTMCs,” J. Signal Process. Syst.,
vol. 1, no. 1, pp. 1-10, Jun. 2016.

V. Vapnik and S. Mukherjee, “Support vector method for multivariate
density estimation,” in Adv. Neural Inf. Process. Syst., pp. 659-665, 2000.
B. O. Koopman, “On distributions admitting a sufficient statistic,” Trans.
Amer. Math. Soc., vol. 39, no. 3, pp. 399-409, 1936.

K. S. Azoury and M. K. Warmuth, “Relative loss bounds for on-line
density estimation with the exponential family of distributions,” Mach.
Learn., vol. 43, no. 3, pp. 211-246, Jun. 2001. [Online]. Available:
http://dx.doi.org/10.1023/A:1010896012157

A. R. Barron and C.-H. Sheu, “Approximation of density functions by
sequences of exponential families,” Ann. Stat., vol. 19, no. 3, pp. 1347—
1369, 1991.

M. Zinkevich, “Online convex programming and generalized infinitesimal
gradient ascent,” in Proc. 20th Int. Conf. Mach. Learn., 2003, pp. 928-936.
E. Hazan, A. Agarwal, and S. Kale, “Logarithmic regret algorithms for
online convex optimization,” Mach. Learn., vol. 69, no. 2, pp. 169-192,
2007.

C. W. Ten, J. Hong, and C. C. Liu, “Anomaly detection for cybersecurity
of the substations,” IEEE Trans. Smart Grid, vol. 2, no. 4, pp. 865-873,
Dec. 2011.

K. B. Dyer, R. Capo, and R. Polikar, “Compose: A semisupervised learn-
ing framework for initially labeled nonstationary streaming data,” /EEE
Trans. Neural Netw. Learn. Syst., vol. 25, no. 1, pp. 12-26, Jan. 2014.
M. Herbster and M. K. Warmuth, “Tracking the best linear predictor,”
J. Mach. Learn. Res., vol. 1, pp. 281-309, 2001. [Online]. Available:
http://portal.acm.org/citation.cfm?id=944733.944743

M. Herbster and M. K. Warmuth, “Tracking the best expert,” Mach. Learn.,
vol. 32, no. 2, pp. 151-178, 1998.

F. M. J. Willems, “Coding for a binary independent piecewise-identically-
distributed source,” IEEE Trans. Inf. Theory, vol. 42, no. 6, pp. 2210-2217,
Nov. 1996.

G. I. Shamir and N. Merhav, “Low complexity sequential lossless coding
for piecewise stationary memoryless sources,” in Proc. IEEE Int. Symp.
Inf. Theory, Aug. 1998, p. 47.

H. V. Poor, An Introduction to Signal Detection and Estimation. Stone
Harbor, NJ, USA: Springer, 1994.

C. Horn and R. M. Willett, “Online anomaly detection with expert system
feedback in social networks,” in Proc. IEEE Int. Conf. Acoust., Speech,
Signal Process., pp. 1936-1939, 2011.

J. S. Simonoff, Smoothing Methods in Statistics. Berlin, Germany:
Springer Science & Business Media, 2012.

D. M. Tax and R. P. Duin, “Support vector data description,” Mach. Learn.,
vol. 54, no. 1, pp. 45-66, 2004.

B. Scholkopf, J. C. Platt, J. Shawe-Taylor, A. J. Smola, and R. C.
Williamson, “Estimating the support of a high-dimensional distribution,”
Neural Comput., vol. 13, no. 7, pp. 1443-1471, 2001.

K. Zhang, M. Hutter, and H. Jin, “A new local distance-based outlier
detection approach for scattered real-world data,” in Proc. Pacific-Asia
Conf. Knowl. Discovery Data Mining., 2009, pp. 813-822.

[35]

[36]

(371

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

(48]

[49]

[50]

[51]
[52]

[53]

[54]

[55]

[56]

(571

[58]

[59]

1227

G. G. Cabral, A. L. Oliveira, and C. B. Cahd, “Combining nearest neighbor
data description and structural risk minimization for one-class classifica-
tion,” Neural Comput. Appl., vol. 18, no. 2, pp. 175-183, 2009.

M. Moshtaghi et al., “Clustering ellipses for anomaly detection,” Pattern
Recognit., vol. 44, no. 1, pp. 55-69, 2011.

K.-R. Muller, S. Mika, G. Ratsch, K. Tsuda, and B. Scholkopf, “An
introduction to kernel-based learning algorithms,” IEEE Trans. Neural
Netw., vol. 12, no. 2, pp. 181-201, Mar. 2001.

C. Park, J. Z. Huang, and Y. Ding, “A computable plug-in estimator of
minimum volume sets for novelty detection,” Oper. Res., vol. 58, no. 5,
pp. 1469-1480, 2010.

X. Ding, Y. Li, A. Belatreche, and L. P. Maguire, “An ex-
perimental evaluation of novelty detection methods,” Neurocomput-
ing, vol. 135, pp. 313-327, 2014. [Online]. Available: http://www.
sciencedirect.com/science/article/pii/S0925231213011314

1. Steinwart, D. Hush, and C. Scovel, “A classification framework for
anomaly detection,” J. Mach. Learn. Res., vol. 6, pp. 211-232, 2005.

C. Scott and G. Blanchard, “Novelty detection: Unlabeled data definitely
help,” in Proc. 12th Int. Conf. Artif. Intell. Stat., 2009, pp. 464—471.

N. Merhav, “On the minimum description length principle for sources
with piecewise constant parameters,” IEEE Trans. Inf. Theory, vol. 39,
no. 6, pp. 1962-1967, Nov. 1993.

K. P. Murphy, Mach. Learning: A Probabilistic Perspective. Cambridge,
MA, USA: The MIT Press, 2012.

L. Rosasco, E. De Vito, A. Caponnetto, M. Piana, and A. Verri, “Are loss
functions all the same?”” Neural Comput., vol. 16, no. 5, pp. 1063—1076,
2004.

V. Vovk, “Aggregating strategies,” in Proc. 3rd Annu. Workshop Comput.
Learn. Theory, 1990, pp. 371-383.

N. Cesa-Bianchi, Y. Freund, D. Haussler, D. P. Helmbold, R. E. Schapire,
and M. K. Warmuth, “How to use expert advice,” J. ACM, vol. 44, no. 3,
pp. 427485, May 1997.

N. Qian, “On the momentum term in gradient descent learning algorithms,”
Neural Netw., vol. 12, no. 1, pp. 145-151, 1999. [Online]. Available:
/Iwww.sciencedirect.com/science/article/pii/S0893608098001166

Y. Nesterov, “A method of solving a convex programming problem with
convergence rate o (1/k2),” in Proc. Soviet Math. Doklady, vol. 27, no. 2,
1983, pp. 372-376.

D. P. Kingma and J. Ba, “Adam: A method for stochastic optimization,”
in Proc. 3rd Int. Conf. Learn. Represent., San Diego, 2015.

J. Duchi, E. Hazan, and Y. Singer, “Adaptive subgradient methods for
online learning and stochastic optimization,” J. Mach. Learn. Res., vol. 12,
no. Jul, pp. 2121-2159, 2011.
M. D. Zeiler, “Adadelta:
arXiv:1212.5701, 2012.

B. W. Silverman, Density Estimation for Statistics and Data Analysis.
Boca Raton, FL, USA: CRC Press, 1986, vol. 26.

D. M. W. Powers, “Evaluation: From precision, recall and f-measure to
roc., informedness, markedness & correlation,” J. Mach. Learn. Technol.,
vol. 2, no. 1, pp. 37-63, 2011.

A.P.Bradley, “The use of the area under the ROC curve in the evaluation of
machine learning algorithms,” Pattern Recognit., vol. 30, no. 7, pp. 1145—
1159, Jul. 1997.

T. Fawcett, “An introduction to ROC analysis,” J. Pattern Recognit. Lett.,
vol. 27, no. 8, pp. 861-874, 2006.

X.Ding, Y. Li, A. Belatreche, and L. P. Maguire, “An experimental evalu-
ation of novelty detection methods,” Neurocomputing, vol. 135, pp. 313—
327,2014.

R. A. Fisher, “The use of multiple measurements in taxonomic problems,”
Ann. Eugenics, vol. 7, no. 7, pp. 179-188, 1936.

O. Akbilgic, H. Bozdogan, and M. E. Balaban, “A novel hybrid RBF
neural networks model as a forecaster,” Statist. Comput., vol. 24, no. 3,
pp- 365-375, 2014.

L. M. Candanedo and V. Feldheim, “Accurate occupancy detection of
an office room from light, temperature, humidity and cop measurements
using statistical learning models,” Energy Build., vol. 112, pp. 28-39,
2016.

An adaptive learning rate method,”

Kaan Gokcesu, photograph and biography not available at the time of
publication.

Suleyman S. Kozat (SM’14), photograph and biography not available at the
time of publication.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


