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ABSTRACT

One-class anomaly detection approaches are particularly appealing for use in face presentation attack
detection (PAD), especially in an unseen attack scenario, where the system is exposed to novel types of
attacks. This work builds upon an anomaly-based formulation of the problem and analyses the merits
of deploying client-specific information for face spoofing detection. We propose training one-class client-
specific classifiers (both generative and discriminative) using representations obtained from pre-trained
deep Convolutional Neural Networks (CNN). In order to incorporate client-specific information, a distinct
threshold is set for each client based on subject-specific score distributions, which is then used for de-
cision making at the test time. Through extensive experiments using different one-class systems, it is
shown that the use of client-specific information in a one-class anomaly detection formulation (both in
model construction as well as decision boundary selection) improves the performance significantly. We
also show that anomaly-based solutions have the capacity to perform as well or better than two-class
approaches in the unseen attack scenarios. Moreover, it is shown that CNN features obtained from mod-
els trained for face recognition appear to discard discriminative traits for spoofing detection and are less

capable for PAD compared to the CNNs trained for a generic object recognition task.

© 2020 Elsevier Ltd. All rights reserved.

1. Introduction

Biometrics is concerned with the recognition or matching of in-
dividuals based on one or more biometric traits, such as face im-
age, fingerprint or voice [1]. Although biometrics systems have wit-
nessed an increase in their popularity in the past decades, their re-
liability is seriously challenged by spoofing attacks where an unau-
thorised subject tries to access the system by presenting fake bio-
metric data. To protect a biometric system, any spoofing attacks
need to be detected reliably. This requires the ability to distinguish
genuine biometric system accesses from spoofing accesses, which
is again a pattern recognition problem.

In the case of face recognition systems, to which we confine
our discussion in this paper, spoofing attacks generally appear as
print attacks, replay attacks and 3D masks. During the past cou-
ple of years, a variety of different face Presentation Attack Detec-
tion (PAD) approaches have been proposed, achieving impressive
performance on benchmarking datasets. The progress made mainly
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owes to two factors: i) the design and deployment of more effec-
tive representations which can better capture the differences be-
tween real and fake biometrics traits, and ii) using more powerful
two-class classifiers.

The majority of the approaches to face spoofing detection pro-
posed in the literature formulate the problem as a two-class pat-
tern recognition problem. These approaches try to learn a suitable
classifier to discriminate between the real-accesses and spoofing
attempts. Despite the huge advances made in this direction, the ex-
isting face PAD methods do not reliably generalise to more realistic
application scenarios of unseen presentation attacks [2]. They tend
to deliver degraded performance, when the type of presentation
attack cannot be anticipated and may take a completely new form.
The challenges of the common two-class formulation include [3]:
(a) Learning an effective decision boundary due to the multi-modal
nature of spoofing attack data [2] (b) Difficulties in increasing the
size of the training set, as the generation of attack data is quite de-
manding and the data is complex to collect [4]. At the same time,
it cannot cover all possible unforeseen attacks. Moreover, an in-
crease solely in the real-access data would result in a progressively
deteriorating training set imbalance [2] (c) A limited ability of the
two-class systems to generalise to novel attack types [5]. Different
approaches have been proposed in the literature to counteract one
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or more of these shortcomings with various degrees of success. To
partly compensate for some of the aforementioned inadequacies,
among others, the work in Arashloo et al. [3] formulated the face
PAD as an anomaly detection problem, where the real-access data
was considered as normal and the attack-accesses were presumed
to be anomalous observations deviating from normality. The desir-
able properties of the one-class anomaly detection formulation in-
clude: (a) Insulation from the undesirable effects of the spoofing
data diversity on the performance, as only normal data is used to
build the model [2] (b) Since only real-access data is required for
training, the training set can be extended more easily.

The capacity of one-class systems to detect previously unseen
novel attacks is measured in Arashloo et al. [3] using an extensive
evaluation on different datasets in a novel attack evaluation sce-
nario. The work in Nikisins et al. [6] followed a similar one-class
face PAD approach using a Gaussian mixture model based anomaly
detector, exhibiting good generalisation properties for novel types
of attacks. Motivated by these observations and the desirable prop-
erties of the one-class formulation in the face spoofing detec-
tion [7], the current study also follows the one-class anomaly-
based approach with distinctive contributions outlined in the next
subsection.

1.1. Contributions

An aspect of classifier design which has been unexplored
in Arashloo et al. [3], Nikisins et al. [6] is the use of client-specific
information. Although in any spoofing detection system the rep-
resentations used are selected in a way that they capture the in-
trinsic differences between real-accesses and spoofing attempts,
such an approach does not rule out the possibility that the fea-
tures used can be affected by the specific characteristics of each
client [8]. From this perspective, the majority of the work on face
spoofing detection, including [3,6,9,10], can be considered as client-
independent approaches. A client-independent face PAD approach
assumes that the relevant information comes from either a real-
access or the attack class, whereas a client-specific method as-
sumes that the constructed representations are additionally influ-
enced by the identities of the subjects. In [8], it is shown that
the client identity information can be deployed to devise two-
class classifiers which can achieve better discrimination between
the real-accesses and spoofing attacks. The use of identity infor-
mation in a PAD system is justifiable from the point of view that
anti-spoofing mechanisms are designed to guard biometrics sys-
tems against spoofing attacks and hence work in conjunction with
them. The more critical issue is that client specific PAD systems re-
quire storing client specific models, which does not pose any prob-
lem for many applications, such as access control, smart phone un-
locking, e-commerce and internet banking. However, it may not be
practicable for other scenarios e.g. border control, unless additional
client data is stored with the subject’s photo in the passport.

Although the use of client-specific information in face recogni-
tion has been studied extensively [11-13], the deployment of such
information for face spoofing detection has been limited to just a
few studies [8,14,15], which all proposed by using the two-class
formulation framework. This work advocates the use of such in-
formation in a one-class anomaly-detection paradigm and builds
effective one-class face PAD mechanisms. The identity information
for face PAD is deployed in two stages: (a) instead of a single clas-
sifier applicable to all subjects, a separate client-specific one-class
classifier is designed for each individual enrolled in the dataset;
(b) using the score distributions of each user, subject-specific de-
cision thresholds are determined to make the final decision. It will
be shown that the use of client-specific information, both in the
model construction and in setting a decision threshold, improves
the detection performance of one-class spoofing detection systems
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by a large margin. Motivated by the aforementioned observations,
it will also be shown that both types of generative and discrim-
inative anomaly-based approaches to face spoofing detection can
benefit from client identity information to improve performance.

Second, inspired by the recent success of deep neural networks
and in particular deep convolutional neural networks (CNNSs)
[16,17], the proposed one-class approaches are fed with represen-
tations obtained from deep pre-trained CNN models. The models
employed are either pre-trained for the general object classification
purposes or specifically tuned for face recognition. In this respect,
a further contribution of the current study is a comparative eval-
uation of the applicability of different deep CNN models designed
for recognition purposes to the problem of face spoofing detection
based on the one-class face PAD formulation. One of these CNN
models is trained for face recognition and our aim is to establish
whether the extracted features perform as well as features pro-
duced by deep networks trained for the task of general visual ob-
ject recognition. In the affirmative, one could use the same features
for recognition and spoofing detection, which would be very inter-
esting from the point of view of practical significance as it would
simplify the design of face biometrics systems. Besides, to provide
a better analysis and a greater insight regarding traditional feature
extraction mechanism, we perform experiments using traditional
features to compare with CNNs.

Third, we evaluate the performance of our proposed model
on benchmarking anti-spoofing datasets including Replay-Attack
[18] and Replay-Mobile [19] to allow fair comparisons with the
state of the art. The client-specific variant of the anomaly detec-
tion solution requires a new protocol for evaluation that we intro-
duce to set up the experiments on the new and more challenging
face spoofing dataset, ROSE-Youtu [20], covering a diverse variety
of illumination conditions, image acquisition devices, and spoofing
attacks. We made the code publicly available for the benefit of re-
search community.’

2. Related work

Print attack detection methods assume that, in contrast with
genuine accesses, spoofing data exhibits abnormalities that ren-
der the observations distinguishable from the authentic counter-
parts. In this respect, spoofing samples constitute a class of data
that is different from the normal access data. PAD countermeasures
can broadly be classified into hardware-based and software-based
methods [21]. While software-based methods process the data col-
lected from a typical authentication sensor, hardware-based meth-
ods use additional hardware for anti-spoofing. The hardware-based
solutions typically rely on liveness measurements (e.g. employ-
ing a specific sensor to detect attributes of living bodies), attack
specific detection methods (such as depth measurements against
photo and video attacks) or challenge-response mechanisms (re-
quiring the user to respond to random requests). Software-based
methods, on the other hand, use different attributes of an image
sequence along with different classifiers to detect presentation at-
tacks. Different descriptors used for this purpose include texture,
motion, frequency, colour, shape or reflectance whereas the two-
class classifiers employed include discriminant, regression, distance
metric or other heuristics.

Among the cues conveyed by an image/image sequence, the
texture is probably the one most frequently used for spoofing at-
tack detection [22]. The use of texture is based on the assump-
tion that face presentation attacks produce certain texture pat-
terns which do not exist in real-access attempt data. Motion-based

1 Code available at: https://github.com/12sf12/client-specific-anomaly-detection-
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methods constitute another group where typically two different
ways of exploiting motion are considered. The first approach fo-
cuses on intra-face variations, such as facial expressions, eye blink-
ing, and head rotation [23,24], whereas the other alternative is to
assess the consistency of the user with the environment [25]. A
different category of methods is constituted by frequency-based
countermeasures proposed to detect certain image artefacts in 1D
or 2D Fourier transform from either a single image [26] or an im-
age sequence [25]. Although colour does not remain constant due
to inconsistencies in imaging conditions, certain colour attributes
have also been used to discern attacks from real-accesses in a dif-
ferent group of methods [27]. Another category uses the shape as
a source of information to deal with some presentation attacks
[28].

Along with the use of different cues for attack detection, a
variety of two-class classifiers have also been examined for face
PAD. Discriminant classifiers constitute one such group of methods
where Support Vector Machines are the most commonly employed
technique [16,29]. Other works have also examined the linear
discriminant analysis for attack detection [27,30]. Other types of
classifiers using discriminant procedures include neural networks
[24] and Bayesian networks [31]. Another group is the regression-
based methods which try to map input descriptors directly onto
their class labels [14]. A more detailed review of the recent face
anti-spoofing approaches can be found in Bhattacharjee et al. [2],
Ramachandra and Busch [32].

The majority of the work on spoofing detection assumes that
the relevant information for the detection of an attack is inde-
pendent of the class identity of the data [33,34]. Accordingly,
the systems are typically designed in a client-independent fash-
ion. However, it has been observed that the representations used
for the detection of spoofing attempts are invariably affected by
client-specific attributes [7,8,35]. Drawing on this observation, the
work in Chingovska and dos Anjos [8] studies how much client-
specific information is contained within features and its effect
on the performance of different systems. Using such information,
two client-specific anti-spoofing solutions, one generative and the
other discriminative are built. The advocated methods outperform
the client-independent methods by a large margin while demon-
strating better generalisation capabilities to unseen types of at-
tacks. The work in Yang et al. [14] proposed a person-specific anti-
spoofing approach using a classifier specifically trained for each
subject in an attempt to dismiss the interferences among subjects.
A subject domain adaptation method was then applied to synthe-
sise virtual features making it possible to train individual face anti-
spoofing classifiers. In a different study [15], the face PAD problem
is addressed by modelling radiometric distortions involved in the
recapturing process. Having access to the enrolment data of each
client, the exposure transformation between a test sample and its
enrolment counterpart is estimated. A compact parametric repre-
sentation is then proposed to model the radiometric transform and
is employed as features for classification.

Although the use of client-specific information in two-class
models has led to some improvements, a common drawback of
these two-class approaches is their unknown capacity to generalise
to spoofing attempts of different nature. As a result, the authors in
Fatemifar et al. [7] proposed a new way to utilise the client-specific
information to train one-class classifiers using only genuine-access
data. The results of their experiments demonstrate that one-class
classifiers trained with client-specific information were more ro-
bust to unseen attacks compared to client-independent and mul-
ticlass frameworks. The detection of novel attack types is particu-
larly challenging, making it impossible to predict the performance
of an anti-spoofing technique in real-world scenarios. On the other
hand, as it is impossible to foresee all possible attack types and
cover them in the database, one-class approaches, modelling only
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the real-access data, present a promising direction towards the de-
tection of unseen attack types [36].

3. Anomaly detection
3.1. Background

Anomalies are typically known as a set of patterns/conditions
which are different in some way from the majority of observa-
tions considered as normal. In this respect, anomaly detection is
a problem of identifying items, events or observations which do
not conform to the expected behaviour or condition [37]. A gen-
eral categorisation of anomaly detection methods contains gener-
ative and non-generative types. While for the generative methods
there exists a model for generating all observations, non-generative
approaches lack a transparent link to the data. The non-generative
methods are best represented by discriminative approaches which
try to identify the class identity of an observation by partitioning
the feature space. The construction of an anomaly detection mech-
anism can be based on normal data or both normal and anoma-
lous observations. In this work, both generative and discriminative
groups are examined for the face spoofing detection problem.

3.2. One-class classifiers

3.2.1. Mahalanobis distance

As a baseline method, in this work, it is assumed that the
model representation obtained from a real-access sequence follows
a single-mode Gaussian distribution with mean pand covariance
matrix X. Once the parameters characterising the normal distri-
bution are estimated using the real-access (normal) samples of
the training set, testing for normality entails computing the Maha-
lanobis Distance (MD) of a test pattern xto the mean of the normal
class as follows:

MD(x) =/ (x— ) B-1(x = )T (1)

This distance is considered as the spoofing detection score.

3.2.2. Gaussian mixture model

A Gaussian Mixture Model (GMM) is a parametric probability
density function defined as a weighted sum of MGaussian compo-
nent densities given as:

M
p(x|A) =) wig(x|wi, i) (2)

i=1

where  w;,i=1,...,Mare the mixture weights, and
gx|pu;, ), i=1,...,M,are the component Gaussian densi-
ties. The mixture weights satisfy the constraint that Zf‘i wi=1
The complete set of parameters is collectively represented by the
notation,

A={w,p, T}, i=1,2,....M (3)

The model parameters of GMM are estimated using the Expecta-
tion Maximisation (EM) algorithm [38]. EM computes the posterior
probabilities of component memberships for each sample of the
training set. Using the posterior probabilities as weights, EM esti-
mates the component means, covariance matrices, and the mixing
proportions by applying the maximum likelihood principle. The EM
algorithm iterates several times until convergence. Once the train-
ing data is fit to GMMs using the iterative EM, outliers are detected
by measuring the minimum MD to the respective mixture compo-
nents. The MD obtained for each test instance can serve as a spoof-
ing detection score.
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3.2.3. Support vector data description (SVDD)

The SVDD [39] is a one-class extension of the SVM classifier in
which a hypersphere is used to enclose the genuine-access data
points as tightly as possible. The objective of SVDD is to find the
smallest hypersphere with centre zand radius R > 0 encompass-
ing all training objects. It is expected that by minimising the vol-
ume of the hypersphere, the chance of accepting outliers will be
decreased. Given a training set X = {xl, X2, X3, ..., xN}consisting of
Ndata points and ¢as a function mapping data to a higher dimen-
sional space, the SVDD primal problem is given by:

ming ¢ R? + 75 3 &
, (4)
st. o) —z||"<R*+§&, &=>0, Vi

The slack variables &; > Oallow a soft boundary and hyperparame-
ter v e (0, 1]controls the trade-off between penalties &and the vol-
ume of sphere. In our case, the output of One-class SVM (SVDD)
is the distance of a test samples to the centre of the separat-
ing hypersphere learned by the hyperspherical model. Once the
SVDD model is built, test instances lying outside the sphere, i.e.
[l (x;) fz||2 > R2,are the detected anomalies.

According to the underlying architecture of one-class classifiers
described above, MD and GMM classifiers are categorised as gener-
ative learners whereas SVDD is a discriminant classifier. The com-
plementary information regarding the threshold selection of each
one-class classifier will be provided in the next subsection.

3.3. Client-specific anomaly detection

Previous studies formulating face spoofing detection as an
anomaly detection problem [3,6] considered real-access data as the
normal observations and the spoofing attacks as anomalies. The ex-
amination of different detectors revealed the merits of such an
approach, particularly in the case of unseen attacks. However, the
one-class approaches in Arashloo et al. [3], Nikisins et al. [6] im-
plicitly make the assumption that the test statistics categorisation
of a pattern was independent of the client identity. In the case of
the two-class formulation of the face PAD problem, this assump-
tion has been re-evaluated in different studies [8,14,15], with the
conclusion that, using client-specific information by virtue of train-
ing different client-specific face spoofing detection classifiers, led
to significant improvements in the system performance.

This work advocates a similar anomaly based client-specific
spoofing detection mechanism to that proposed in Fatemifar et al.
[7]. In order to train a client-specific anomaly detection model,
the subject identities are required both during the training as well
as the operation phase of the system. As discussed in Chingovska
and dos Anjos [8], such information is readily available to a face
spoofing detection engine as it would work in conjunction with a
face recognition system. More specifically, the enrolment data of
each subject in the recognition system can be employed to build
a subject-specific spoofing detection model. In the operation phase
of the spoofing detection system, the class identity information is
accessible from the face verification or identification engine. While
in the face verification case a test subject claims an identity, in an
identification scenario the test image is compared against several
models stored in the gallery, whose identities are known. In both
cases, the identity of the target class is known and can be utilised
by the spoofing detection system.

In summary, in the current work, during the training phase of
the face spoofing detection system, a separate one-class anomaly
detection classifier is trained for each subject using the enrolment
data of the corresponding client while in the operation phase, the
test sample is matched against the model of the claimed subject.
The construction of a subject-specific classifier in this work ben-
efits from client identity information at two levels. First as noted
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Fig. 1. An example of setting client-specific threshold using distributional curve of
subjects.

earlier, only the enrolment data of the subject under considera-
tion is used to build a one-class classifier. Second, by analysing the
score distributions of each subject, a subject-specific threshold is
determined for the final decision-making process.

3.4. Client-specific thresholds

As mentioned earlier, an anomaly detector produces a client
dependent score for each biometrics trait. The principal assump-
tion is that an attack-access would produce scores that differ from
normal scores, and could be considered as outliers of the distri-
bution of normal scores. To detect an outlier, a threshold should
be defined. A common practice is to set the threshold at a prede-
fined level of confidence. This implies a threshold rejecting a given
proportion of real scores, usually 1-15%. If a validation set was
available, one could set the threshold so that the False Acceptance
Rate (FAR) and False Rejection Rate (FRR) were equal, producing an
equal error rate (EER). In the anomaly formulation adopted here,
the Half Total Error Rate (HTER) would be measured at the oper-
ating point corresponding to the selected confidence level. If no
attack data is available for validation, the operating point can be
selected based on an acceptable false rejection rate. This can be
quite conservative, as the user can be expected to repeat the ac-
cess attempt to reduce false rejection. This is also accomplished by
processing multiple frames of an access attempt video footage. In
this work we report the results at an operating point closest to the
EER setting, assuming that some attack data is available for valida-
tion. However, it cannot be overemphasised that we do not require
attack samples either for training or for enrolling new clients to
the biometrics system.

As shown in Fig. 1, we compute False Acceptance Rate (FAR)
and FRR according to different cut-off points for each client result-
ing in curves V;,V;,and V3. If a confidence cut-off point is set to re-
ject 10% of normal-accesses, as shown in Fig. 1, it cuts each Vjcurve
at a different point that corresponds to a different threshold for
each subject. Once a subject-specific threshold for each client is
computed, we can simply calculate the HTER by averaging FAR and
FRR according to the chosen confidence cut-off point.

To demonstrate the importance of client-specific thresholds,
the score distributions of three clients are presented in Fig. 2.
The reported HTERs in the Table inside Fig. 2 are obtained when
both client-specific and global thresholds are applied to the client-
specific MD classifier. As seen in Fig. 2, the client-specific thresh-
old of each subject can discriminate the genuine-access and attack
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Fig. 2. The score distributions and client-specific thresholds of three subjects us-
ing MD+GoogLeNet system. The score distributions of real and attack samples for
different clients are depicted by solid and dashed lines, respectively. The verti-
cal colourful dashed lines and solid black line demonstrate the client-specific and
global thresholds, respectively.

score distributions quite well compared to a single global thresh-
old. The evidence of the performance improvement using client-
specific thresholds can be gleaned from the fact that when data
of different clients are combined, it becomes more difficult to find
a common threshold satisfying all subjects jointly. Accordingly, the
worst-case scenario for the face spoofing problem is the blue client
having a wide real distribution and a tight attack distribution, in
which a client-specific threshold obtained a better HTER, around
3%, compared to a global threshold.

3.5. Feature extraction

Motivated by the recent success of deep networks and in par-
ticular CNNs, deep pre-trained CNN models are used to derive rep-
resentations for an image or image sequence. We assess the appli-
cability of the different CNN models in the proposed client-specific
one-class framework with the following two objectives in mind:
(a) To confirm that CNN representations extracted by pre-trained
networks outperform the conventional hand crafted features (b)
To test the hypothesis that the representation extracted by a CNN
model trained for the face recognition task is as good as feature
extracted by CNN model trained for the generic object recognition.
For practical reasons we focus on pre-trained networks, but intend
to investigate the merit of end-to-end training of anomaly detec-
tors, such as [40], in the future. The gamut of traditional image
data representations used for face spoofing detection is very exten-
sive. They include Local Binary Patterns (LBP), Local Phase Quanti-
sation (LPQ), Image Quality Measures (IQM) features [41] and Bina-
rised Statistical Image Features (BSIF). Their relative effectiveness
has been investigated in Arashloo et al. [3]. In this paper, we adopt
LBP and IQM as representatives of previous works along with HoG
and FHoG feature extractors which have not been used frequently
before. A description of the deep CNN models and the handcrafted
feature extraction mechanisms adopted in this work is provided
next.

3.5.1. GooglLeNet

GoogLeNet [42] is a 22-layer deep convolutional neural net-
work based on the inception model. GoogLeNet achieved the state-
of-the-art result for object recognition and detection in the Im-
ageNet Large-Scale Visual Recognition Challenge 2014 (ILSVRC14)
[43]. In this model, following a carefully crafted design, the depth
and width of the network was increased compared to the previous
networks while keeping the computational budget constant.
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3.5.2. Residual neural network

Residual Neural Network (ResNet) [44] has attracted the atten-
tion of the research community as a winner of ILSVRC in 2015. The
novel architecture of ResNet, which can have a very deep network
of up to 152 layers (ResNet50 is used in this work), introduced
a concept called skip connections to improve optimisation by en-
abling the flow of information across layers without attenuation.
Another advantage of skip connections is to effectively simplify the
network using fewer layers in the initial training stages. This leads
to a speed-up in learning since there are fewer layers to propagate
through.

3.5.3. VGG16

VGG16 model [45] is a pretrained CNN model which has been
proven to be the state-of-the-art feature extractor. The VGG16
model which is trained on the ILSVRC benchmark for large-scale
image recognition secured the first and the second places of the
competition in 2014. The VGG16 has been shown to generalise
well to other datasets. In terms of architecture, VGG16 consists of
13 convolutional layers and three fully connected layers, giving 16
weight layers in total.

3.5.4. VGGFace

VGGFace [46] is a deep CNN model based on the VGG model,
comprised of 11 blocks, each containing a linear operator followed
by one or more non-linearities such as ReLU and max pooling. The
first eight blocks are convolutional, while the last three blocks are
fully connected. In this network, the convolution layers are fol-
lowed by a rectification layer. The model is trained on a very large
scale dataset of 2.6 M images from over 2.6 K subjects. It achieved
competitive results on the LFW [47] and YTF [48] face benchmarks.

3.5.5. Image quality measures

Image Quality Measures (IQMs) have been widely used in face
spoofing detection [3,6]. The main assumption behind IQMs in face
spoofing detection is that attacks such as 2D print attacks may
be considered as an image manipulation type that can be dis-
tinguished by using IQMs. The idea of using IQMs for biometrics
spoofing detection was first suggested in Galbally et al. [41]. In
total 25 full-reference and blind measures have been proposed.
The objective of full-reference IQMs is to measure various types
of distortions of a given test image in reference with the original
distortion-free image. In the area of face spoofing detection, such a
reference image does not exist. However, the authors in Galbally
et al. [41] proposed an approach to address this limitation and
we follow the same procedure to generate the reference images.
As opposed to the full-reference IQM methods, the human visual
system generally does not need a reference picture to measure
the image quality level. Following this principle, automatic no-
reference image quality assessment methods measure the image
visual quality in the absence of a reference using very complicated
and challenging procedures. In this work, we use 19 images quality
measures including: Mean Square Error, Peak Signal to Noise Ratio,
Signal to Noise Ratio, Structural Content, Maximum Difference, Av-
erage Difference, Normalised Absolute Error, R-Averaged MD, Nor-
malised Cross-Correlation, Total Edge Difference, Total Corner Dif-
ference, Spectral Magnitude Error, Spectral Phase Error, Gradient
Magnitude Error, Gradient Phase Error, Structural Similarity Index,
JPEG Quality Index, Blind Image Quality Index, and Naturalness Im-
age Quality Estimator. The first 16 IQMs are from the full-reference
category while the last three are no-reference based.

3.5.6. Local binary patterns

The original LBP operator is a powerful method of texture de-
scription whose aim is to effectively summarise the local structures
of images. The LBP operator labels image pixels by thresholding the
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Clients  Samples  PA instruments [llumination conditions
Replay-Attack 50 1300 2D attacks: print, replay 2
Replay-Mobile 40 1200 2D attacks: print, replay 5
Rose- 20 3350 2D attacks: print, replay 5
Youtu 3D attacks: Mask

3 x 3neighbourhood block of each pixel using the centre value and
returning the output as a binary number. The histogram of the out-
putted binary numbers can be used as a texture descriptor. Later,
the operator was generalised for any radius and number of points
in the neighbourhood grid [49].

3.5.7. HoG

The histogram of oriented gradient (HoG) feature descriptor
was first proposed in Dalal and Triggs [50] for human detection.
The image is divided into a grid of overlapping rectangular blocks.
The HoG descriptor for each block is based on edge information,
summarised in terms of a distribution of edge orientations and the
corresponding gradient magnitudes.

3.5.8. FHoG

Felzenszwalb’s HoG (FHoG) [51] is an extension of HOG con-
taining contrast sensitive and insensitive orientation channels as
well as texture channels. Existing studies have shown that FHoG
features achieve superior performance to the original HOG repre-
sentations. As a baseline, the feature space of the original HoG is
reduced in FHoG using principal component analysis. In essence,
FHoG can lead to models with fewer parameters to speed up the
detection and learning processes.

4. Experimental evaluation

The main aim of the experiments described in this section is
to evaluate the performance of different client-specific one-class
face PAD methods and compare them to the client-independent
one-class approaches in an unseen attack scenario. To compare the
performance of CNNs versus traditional feature extractor methods,
both categories are utilised to report the results. As noted ear-
lier, an essential pre-requisite to building a client-specific face anti-
spoofing system is the availability of enrolment data for each client
in the database. In other words, the enrolment and test sets should
contain the same IDs. The enrolment data is originally provided for
each client in Replay-Attack and Replay-Mobile datasets. However,
the majority of face-spoofing datasets currently in use, including
MSU-MFSD [52], Rose-Youtu, and OULU-NPU [53] lack enrolment
data. Nonetheless, it is possible to modify the protocols of a num-
ber of datasets and use a subset of real-access data as an enrol-
ment data. We opt to perform experiments on Rose-Youtu dataset,
that contains more real and spoofing videos per client (25-50 real-
access and 130 attack-accesses) compared to the three aforemen-
tioned datasets. It also has more illumination conditions and cam-
era devices compared to other datasets. For instance, in case of
MSU-MFSD, only three real videos are provided for each client in
the test set. Regarding OULU-NPU dataset, it is again less con-
venient to build client-specific models using its third and fourth
protocols due to the lack of real-access data. For instance, in the
fourth protocol of OULU-NPU dataset, only one video is provided
in the test set, which we cannot divide one video into two sets,
one for testing and another one for the enrolment set.

4.1. Datasets

We provide a brief introduction of the experimental datasets
used in the current work in Table 1.

To perform the experiments on the Rose-Youtu, we define a
new experimental protocol which considers all different lighting
conditions and cameras. In Rose-Youtu, there are either 25 or 50
real videos and 130 spoofing videos per subject. We divide the
dataset into 3 subsets i.e., enrolment, validation and test. The en-
rolment set contains only real-accesses while validation set and
test set have both real-accesses and attack-accesses. The data is
split as follows: Real-accesses: enrolment (40%), validation (20%)
and test (40%); Attack-accesses: validation (50%) and test (50%) The
indices of videos assigned to each subset are provided along with
the source code.

4.2. Implementation details

We photometrically normalise each frame of video clips based
on the retinex method [54]| to solve the illumination variation
problem at the pre-processing level. To this end, inside the retina
model function, we set the values of dogsigmal, dogsigma?2,
sigmal and sigma2 to 1, 40, 10, and 30 respectively. Besides, to
minimise the effect of background on the detection performance,
only the face regions are used in each sequence. For this purpose,
the coordinates of the faces provided along with the Replay-Attack
and Replay-Mobile datasets are used to crop out a face from the
entire image in each frame. For Rose-Youtu dataset, the Viola-Jones
algorithm [55] is utilised to detect and crop out face regions. In
case of a missing bounding box for a frame, the coordinates of the
last detected face in the same sequence are used instead. To ex-
tract features, the CNNs are adapted by removing the final fully-
connected layers of each model, trained to perform the classifica-
tion. The adapted CNNs are then applied to the facial regions of
each frame. This results in feature vectors of 1024 elements for the
GoogleNet, 2048-element feature vectors for ResNet50, 4096 ele-
ments for VGG16, and 4096-element arrays of feature for VGGFace
per each frame. Likewise, traditional feature extraction methods
are applied to frames and the features obtained are given to one-
class classifiers. In several cases, the feature vectors obtained from
different CNNs or traditional feature extraction methods are L2-
normalised before feeding them to the one-class classifiers. We de-
termine this aspect based on the development set. We also apply
PCA to reduce the dimensionality by retaining 99% of the variance
in the feature vectors. Each feature vector, in this case, is mapped
to a lower-dimensional space using the leading eigenvectors and
its components divided by the square root of the corresponding
eigenvalues.

Regarding the traditional features, we use the LBP;g ;0perator in
all experiments. To extract HoG features, the Matlab implementa-
tion of HoG is utilised with a cell size of 8 x 8and block size of
2 x 2. For FHoG, we set bin size and the number of orientation
bins to 8 and 9, respectively. For the construction of SVDD mod-
els, LIBSVM library [56]is used to build the SVDD classifiers using
a linear kernel. The normalisation parameter in the kernel is de-
termined automatically. The MD classifier is implemented as a Eu-
clidean distance between a given test data and mean of the normal
class. For the GMM classifier, the mean MD of the test sample from
all mixture components is regarded as a spoofing detection score.

The value of hyperparameters are computed using 10-fold
cross-validation (on the enrolment set for client-specific and
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AUC's(%) and HTER’s(%) on the test set of Replay-Attack according to the frame-based scenario. The best result is marked in bold.

Replay-attack dataset

MD GMM SVDD
Spec Indp Spec Indp Spec Indp

AUC  HTER AUC  HTER AUC  HTER AUC  HTER AUC  HTER AUC  HTER

GoogLeNet  99.07 514 9076 17.19 99.01 376 9121 1656 91.95 1453 68.75 36.35

ResNet50  99.18 490 9203 1559 9969 197 9248 1512 9457 1156 6054 41.66

VGG16 9920 480 9378 1326 9953 146 9038 17.01 9545 9.87  69.60  35.65

VGGFace 97.85 723 9409 1275 97.04 727 9435 1279 8998 1683 5477  46.50

QM 8812 2925 8524 2137 7821 2982 61.13 4308 7380 3028 59.63 42.14

LBP 9501 1152 63.68 4061 9589 888 9150 1609 8648 1959 66.96  36.25

HoG 89.07 1845 8165 2679 9130 1611 81.03 2739 7810 28.00 61.94 40.77

FHoG 90.99 17.66 80.01 28.33 88.95 1856 7838 29.80 7830 27.94 61.07 41.62
Data Feature Client-Specific Decision conjunction with the anomaly detection paradigm. The aim is to
Prepracessing E"traf“m '”f""*f""" Making find out whether in the guise of the client-specific formulation,
‘ N ‘ ‘ D anomaly-based face spoofing detection approaches become a vi-
; —— DAD prm— able alternative to two-class methods, deserving further attention
= Engine "} in the future. As a by-product of the experiments, it will be shown
: ; VGG16, VGGFace — i that as expected, the features extracted from the deep CNN mod-

1 | j— mempl | Recognition/ | jum . .
[ F T T—— Verification *~ —— els, provide much more powerful representation for face presen-
= 1QM, LBP, HoG System ; tation attack detection than the traditional features. As the deep

otometric a z 2 . .
Normalisation FHoG m CNN models and handcrafted feature extraction methods are ap-

Fig. 3. The proposed approach to client-specific anomaly-detection based PAD.

client-independent anomaly classifiers and validation set for bi-
nary classifiers). We adopt the average value computed over the
10-Folds as the final hyperparameter value. Note that to train the
anomaly and binary spoofing detectors, we used the computed
hyperparametrs along with all samples of the enrolment set and
training set, respectively. In the evaluation phase, a test query is
matched only against the claimed client model. It should be re-
iterated that in both, client-specific and client-independent ap-
proaches, only the real-access data is used to build a one-class
anomaly detection model. Hence our evaluation adheres to the un-
seen attack scenario in the sense that none of the attack types is
seen during the training phase of the system. The proposed ap-
proach is depicted in a block diagram form in Fig. 3.

4.2.1. Performance measures

The performance of a spoofing detection system is commonly
reported in terms of HTER, which was mentioned in Section 3.4.
We also used HTER to compare the performance our proposed
models with state-of-the-art approaches. For the anomaly detec-
tion approach, a more fitting way to compare the performance is
using the AUC, which is an indicator of the average performance of
a system across all possible decision thresholds. In order to report
the performance of our proposed model with the recently stan-
dardised ISO/IEC 30107-3 terminology [32], we also consider Attack
Presentation Classification Error Rate (APCER), Bonafide Presenta-
tion Classification Error Rate (BPCER) metrics, and Average Classi-
fication Error Rate (ACER). APCER is determined as the proportion
of PAs incorrectly labelled as bonafide (real-accesses) presentations
in a specific scenario (the PA with the highest error is reported),
BPCER is defined as the proportion of bonafide presentations incor-
rectly listed as PAs, and ACER is computed as the mean of APCER
and BPCER.

4.3. Results

The main purpose of the experiments described in this section
is to demonstrate the merits of using client-specific information in

plied frame by frame, it is possible to report the performance of
different systems according to the frame-based scenario. We also
report the performance of anomaly detectors using a per-video ba-
sis. For this purpose, a score level fusion approach is applied to ob-
tain the final score for a given video. We opt for the mean fusion
rule, averaging the scores of different frames in a given video to
produce the final score for the video. Tables 2-4 report the per-
formance according to the frame-based scenario for the Replay-
Attack, Replay-Mobile and Rose-Youto datasets respectively. The re-
sults of the video-based scenario are given in Table 5.

As can be seen in Table 2, the client-specific GMM+VGG16 has
the lowest HTER of 1.46% and the highest AUC of 99.53% among all
the other approaches. These rates are better than those achieved
by the best client-independent approach, MD+VGGFace with HTER
of 12.75% and AUC of 94.09%. The contrast between the client-
specific approaches and the client-independent detectors has been
observed for most of the evaluated methods. In the case of tradi-
tional feature extraction methods, client-specific LBP+GMM is su-
perior to other traditional techniques with HTER of 8.88% and AUC
of 95.89%. However, this rate falls far short of the best results
achieved by the majority of the CNN based methods. Similar to
CNNs, in traditional representation based models, client-specific
methods consistently have a better performance compared to the
client-independent approaches.

According to Table 3, the best performing client-specific method
is the GMM+GoogLeNet model with the AUC measure of 94.90% and
the HTER of 13.56%, whereas the AUC and HTER achieved by the
best client-independent method operating on the same set of deep
representations and classifier is 90.55% and 17.43%, respectively.
Again here, the gap between traditional and CNN representations is
considerable as the best performing traditional approach, MD+HoG
with HTER of 34% and AUC 62.99% is inferior compared to the ma-
jority of CNN architectures. The only exception is VGGFace which
is close to the HOG results. Similar to the results on the Replay-
Attack dataset, all client-specific methods operating on traditional
representations outperform their client-independent counterparts.

Since Rose-Youtu dataset contains more videos for the train-
ing and testing client-specific and client-independent approaches,
it can provide supplementary information about the performance
of the proposed client-specific approaches. As shown in Table 4,
all variations of client-specific approaches outperform their client-
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AUC's(%) and HTER's(%) on the test set of Replay-Mobile according to the frame-based scenario. The best result is marked in bold.

Replay-mobile dataset

MD GMM SVDD

Spec Indp Spec Indp Spec Indp

AUC HTER  AUC HTER  AUC HTER  AUC HTER  AUC HTER  AUC HTER
GoogLeNet 9253 13.83 90.55 1743 9289 1356 9026 1745 8885 18.10 81.79 24.21
ResNet50 85.65 2400 8039 28.71 88.76 1897 79.86 2930 79.57 27.51 7022  35.69
VGG16 88.60 20.19 82.07 2520 89.87 17.21 8293 2398 86.14 1935 77.50 30.02
VGGFace 6447 39.03 7420 33.01 67.77 36.61 7035 3555 69.57 36.83 7046 3549
1QM 60.59 3993 60.01 39.51 60.53 4091 62.78  41.71 49.59  50.13 5448 4473
LBP 40.07  45.81 36.52 57.85 3880 50.12 43.15 5380 39.86 4899 32.64 62.70
HoG 64.79 3400 6299 3849 6333 3642 6394 41.10 63.01 36.06 56.48 46.44
FHoG 59.81 3422 61.13 4185 6143 35.64 6147 4225 59.75 3720 5524 4798

Table 4

AUC's(%) and HTER’s(%) on the test set of Rose-Youtu according t

o the frame-based scenario. The best result is marked in bold.

Rose-youtu dataset

MD GMM SVDD

Spec Indp Spec Indp Spec Indp

AUC HTER AUC HTER AUC HTER AUC HTER AUC HTER AUC HTER
GoogleNet 8533 17.02 89.13 1934 8533 1697 8920 18.79 8532 1698 89.13 19.34
ResNet50 93.16 1514 90.08 1798 93,57 14.69 90.11 1795 90.87 15.31 89.21 19.17
VGG16 91.61 16.44 87.66 19.70  91.61 16.44 87.02 2044 9157 1639 87.67 19.66
VGGFace 89.49 16.08 87.15 20.17 8949 16.08 80.24 2759 8950 16.03 87.31 19.94
IQM 54.84 47.07 5355 46.11 52.67 4851 4867 50.02 49.68 50.89 51.18 49.63
LBP 66.95 3625 60.12 4324 6695 36.26 5949 4322 62.58 4328 6028 43.78
HoG 8432 1891 87.05 20.19 8432 1892 83.71 23.68 8049 2099 68.53 36.40
FHoG 85,50 1860 87.27 19.68 8550 18.61 83.55 23.77 8044 2090 6829 36.86

Table 5

Comparison between the best performing client-specific and client independent approaches

according to the video-based scenario.

Best client-specific

Best client-independent

Video-based scenario

APCER BPCER HTER APCER BPCER HTER
Replay-Attack 0 0 0 9.54 9.14 8.45
Replay-Mobile 14.32 3.96 8.58 20.98 25.78 17.63
Rose-Youtu 17.33 10.00 8.13 20.00 0 11.48

Frame-based scenario
Replay-Attack 1.85 0 1.46 13.23 14.19 12.75
Replay-Mobile 23.78 5.69 13.56 32.11 12.43 17.43
Rose-Youtu 31.25 15.06 14.69 20.60 15.29 17.95

independent counterparts by a large margin. The best client-
specific approach in this case, is GMM+ResNet50 with HTER of
14.69% and AUC of 93.57% offering almost 3% improvement in
HTER and AUC compared to its client-independent alternative,
respectively. Similar to the findings on the other two datasets,
all face spoofing detectors based on CNN representations out-
perform traditional ones by a considerable margin in the Rose-
Youtu dataset. For instance, HTER of the best traditional method,
MD+FHoG, is around 4% lower than the best performing client-
specific CNN solution.

We also provide the results obtained from the video-based eval-
uation scenario to compare them with the frame-based evaluation
in Table 5. We choose the best performing system in each category
for the comparison. As seen in Table 5, the video-based approaches
outperform frame-based counterparts in the majority of cases. The
biggest differences are observed in the Replay-Attack and Rose-
Youtu datasets where the client-specific approaches achieve the
rates of 0% and 8.13% in terms of HTER, respectively. These num-
bers are by far better than the frame-based results. Note that the
video-based evaluation does not always result in a better perfor-

mance compared the per-frame basis [57]. The performance gain
of video versus frame-based evaluation for the client-specific ap-
proaches of nearly 4% HTER reduction extend to the Replay-Mobile
dataset.

4.4. Discussion

In the experiments conducted so far, it has been shown that the
use of client identity information can result in large improvements
in the system performance. The improvements stem not only from
the deployment of client-specific classifiers, but also from the use
of client-specific thresholds. The merit of the latter, compared to a
global threshold, is evident from Fig. 4 showing the real score dis-
tributions of different clients from the test set of Replay-Mobile
dataset, computed using MD+GoogLeNet system, and depicted as
boxplots.

As can be seen from Fig. 4, different subjects exhibit differ-
ent score distributions. Clearly, a single global threshold has no
chance of being optimal for all clients. Although the best overall
performing approach is found to be the GMM classifier, large im-
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Fig. 4. The real score distributions of clients from test set of the Replay-Mobile
dataset.

provements are reported by the MD classifier as well. Thus, the
generative one-class classifiers used in our experiments (GMM and
MD) outperform the SVDD discriminative classifier. Regarding the
deep CNN models examined, the best performing CNN network is
GoogLeNet that is trained for the general object recognition pur-
poses. In contrast, VGGFace which is fine-tuned for face recogni-
tion performs worse compared to CNN networks tuning for the ob-
ject recognition.

4.4.1. Operating point

Anti-spoofing systems should be designed to ensure the max-
imum robustness against unseen spoofing attacks. In practical
anomaly detection applications, it will be challenging to set the
decision thresholds since no a priory information about spoof-
ing samples is available. As there is no guidance as to the ex-
pected rate of false positives for any selected confidence thresh-
old, it would be advisable to err on the conservative side and set
the confidence level relatively low. The expected rate of false re-
jections could then be mitigated by advising the user to make sev-
eral access attempts. If spoofing attack samples are available for
a few clients, we could use them to estimate client-specific ROC
curves and merge them to get a rough indication of a suitable con-
fidence level to set the decision thresholds that would produce the
required trade-off between false rejections and false acceptances.
In either cases, setting an operating point to ensure the appropri-
ate performance is an open question which will be the subject of
future studies.

4.4.2. Face tuned CNNs vs. general object recognition CNNs

As mentioned earlier, we select different CNN architectures to
test the hypothesis whether the performance of VGGFace which is
specific to the face recognition is as good as that enabled by the
networks trained for the generic object recognition (GoogLeNet,
ResNet50 and VGG16). Our experiments revealed that the generic
object recognition CNNs achieved better performance compared to
VGGFace. We elaborate this finding with two objectives in mind:
(a) The key differences between GoogLeNet as the best performing
generic object recognition CNN and VGGFace. (b) Identifying the
possible reasons why VGG16 outperformed VGGFace as both VG-
GFace and VGG16 have the same underlying architecture [46].

In [58], an investigation of the impact of quality-related factors
including compression, artefacts, blur, noise, contrast, brightness,
and missing data on the performance of different CNNs is stud-
ied. Through a number of different experiments, it was found that
the VGGFace is more robust to many nuisance factors compared to
GoogLeNet. Therefore, it can be concluded that the VGGFace model
might discard some meaningful traits conveying relevant clues for

Pattern Recognition 112 (2021) 107696

anaee
neRne
aaeea
ganas

Fig. 5. The examples of successful and misclassified test samples using One-class
GMM+ResNet50.

Real-accesses classified true

Real-accesses misclassified

PAs classified true

PAs misclassified

the detection of spoofing attacks to maximise the feature robust-
ness to image distortions. In the same vein, GoogLeNet has been
shown to have a marginal advantage over the VGGFace in the pres-
ence of reduced contrast [58], and this is one of the key differences
between real and spoofed images. Since both VGGFace and VGG16
have the same network architectures, it is fair to perform a one-to-
one comparison between them. The results obtained demonstrate
that VGG16 is better than VGGFace in the majority of cases. For in-
stance, considering the client-specific one-class approaches, VGG16
outperforms VGGFace in 8 out of 9 cases. This suggests that if a
network is trained to be robust against image distortions, then it
is less capable of producing representations possessing discrimina-
tive cues to differentiate between real and spoofed images.

4.4.3. Successful and failure cases

We show several success and failure cases of the proposed
GMM+ResNet50 from the Replay-Mobile dataset in Fig. 5. We sus-
pect that failure cases occur when a sudden change in the illu-
mination condition happens. The sudden illumination change tend
to increase the score value for real-accesses, but may lower the
score for attack-accesses. Consequently, these test images obtain
score values which are close to the threshold and make it diffi-
cult for the spoofing detectors to classify them correctly. According
to Table 5, this performance degradation has affected the frame-
based evaluation scenarios more than a video-based scenario. This
reveals that although a number of frames are misclassified due to
sudden illumination changes, the average score of all the frames in
a video remains points to the correct category. It should be noted
that getting a better performance using a video-based scenario is
not always the case as the work of [57] obtained a superior perfor-
mance using frame-based evaluation.

4.5. Cross-database spoofing detection

It is pertinent to ask, how, in anomaly based face spoofing de-
tection, a model created using one dataset, would fare on test
samples from another dataset. A pre-requisite for this is to have
databases which overlap in terms of subjects. Unfortunately, in
general such datasets do not exist. An exception are the Replay-
Mobile and the Replay-Attack datasets which share between them
three subjects. We have addressed this question by testing one of
the anomaly classifiers, namely the Gaussian mixture model cre-
ated for one subject (Client with ID = 1 in the training set of
Replay-Mobile and Replay-Attack datasets) using the Replay-Mobile
enrolment data, and tested its performance on the test set of the
Replay-Attack dataset. The results in the form of score distributions
are presented in Fig. 6.

Surprisingly, the scores of the spoofing attack samples are
closer to the origin than the genuine-access scores. Considering
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Fig. 6. The score distribution of Real samples vs. Spoofing samples in the cross-

database scenario (Train on the Replay-Mobile and Test on the Replay-Attack).
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Fig. 7. The score distribution of Real samples vs. Spoofing samples in the cross-
database scenario (Train on the Replay-Attack and Test on the Replay-Mobile).

that the scoring function is the Mahalanobis distance from the
mean generated by the Replay-Mobile model, we observe a com-
plete inversion of score values. Interestingly, when we created an
enrolment set model using Replay-Attack training samples in the
Replay-Mobile feature space, the behaviour of the test set score
distributions was perfectly normal, as shown in Fig. 7.

In order to resolve this paradox, we investigated this behaviour
in more detail by analysing the respective feature spaces. Recalling
that the system involves a projection into a PCA space spanned by
the Replay-Mobile enrolment data used for training before build-
ing one-class classifier using Gaussian mixture model. We mea-
sured the out-of-PCA space projection of the Replay-Attack en-
rolment samples represented by their mean vector. The result of
this analysis showed that 75% of the mean vector was projected
out of the PCA space. This explains the unexpected ordering of
the distributions of Replay-Attack data scores with respect to the
Replay-Mobile model. Interestingly, in spite of this severe curtail-
ment of the information contained in the Replay-Attack dataset, it
was still possible to create a reasonably good Gaussian mixture
model for the subject in the PCA space defined by the Replay-
Mobile dataset. This finding prompted the exploration of the pos-
sibility to reduce the dimensionality of the feature spaces in which
models are created. More specifically, we opted for a PCA space
defined by retaining 90% of the training data variance, instead of
99%. The cross dataset (Replay-Mobile vs. Replay-Attack) spoofing
detection performance improved from 50% to 15% (for client with
ID = 1). We show the result of intra vs. cross-database scenar-
ios with the reduced PCA (%90) in Table 6 for three overlapping
clients. As seen in Table 6, the HTER performance (using frame-
based evaluation) degrades in the cross-database scenario. How-
ever, the gap between intra and cross-database scenario is simi-
lar to the work of [59] where the authors used Replay-Mobile and
OULU-NPU datasets. This suggests that more research is needed to
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Table 6
Cross-database scenario for Replay-Mobile vs. Replay-Attack
dataset using frame-based HTER (%).

Train
Replay-mobile  Replay-attack
Test  Replay-Mobile 13.98 24.52
Replay-Attack 15.48 1.45

improve the performance of face spoofing detectors in the cross-
database scenarios for anomaly based as well as binary PAD. The
conclusions drawn from this exercise can be summarised as fol-
lows:

1. As part of a routine operation, it is essential to check the
competence of the spoofing attack detection system to pro-
cess any test data by measuring its degree of out-of-PCA
space projection.

2. The lack of competence should trigger access rejection, or a
process of creating a revised spoofing detection model, ei-
ther from scratch, or in the existing PCA space.

4.6. Unseen attack scenario evaluation

Although there exist different methods to evaluate the general-
isation capacity of PAD systems, only a few have followed the un-
seen attack type evaluation protocol [7]. In this section, we first
perform supplementary experiments to investigate the potential
merits of anomaly detectors compared to two-class approaches un-
der the unseen attack scenario. Later, we compare the performance
of our proposed model with the state-of-the-art techniques later
in this section. A comparison of anomaly detectors and two-class
approaches under the unseen attack scenario is given in Table 7.
To this end, two protocols are adopted to conduct the experiments
using Replay-Mobile dataset. For anomaly detectors, the unseen at-
tack scenario is used in both protocols as anomaly detectors are
trained using only real-access data. Note that, the client-specific
thresholds are also predetermined for anomaly classifiers without
using spoofing attacks. In the case of two-class formulation, only
one type of PAs is included with real-accesses to train the binary
classifiers. Note that the print-attack and video-attack are used as
two PAs in the Replay-Mobile dataset. To test anomaly detectors
and binary classifiers, the real-access data and only one type of
PAs are considered in each protocol. As a result, the unseen PAs are
used to test both anomaly detectors and binary classifiers in Proto-
col 1 and Protocol 2. Note that, in the case of binary classifiers, the
threshold is set using the same PA type (from the validation set)
used to train the classifiers.

As seen in Table 7, anomaly-based spoofing detectors outper-
form two-class approaches for both protocols. Besides, since only
one PA is used in each protocol to evaluate the performance, it
is reasonable to argue that our proposed anomaly-based solution
could obtain better APCER and hence, ACER rates compared to two-
class approaches. As mentioned earlier, the unseen attack proto-
col is a more realistic formulation of the face spoofing detection
problem in real-world scenarios since impostors usually try to fool
biometrics devices by using novel types of attacks rather than the
previously seen spoofing attacks.

In the rest of this section, we compare our proposed model
with the state-of-the-art methods. The majority of the methods
which have tried a cross-database evaluation are directed more
towards evaluating the generalisation capabilities of different sys-
tems subject to different imaging conditions (lighting, background,
sensor-interoperability, etc.) rather than attack types. Among the
other two-class systems, the works of [6,15,60] have followed the
unseen evaluation scheme on the Replay-Attack dataset. While the
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Table 7

Pattern Recognition 112 (2021) 107696

The comparison between the performance of anomaly detectors and two-class approaches using two different pro-

tocols in terms of frame-based HTER (%).

Replay-Mobile

Protocol 1
Train:

Anomaly: Real data

Two-class: Real data + Print PAs
Test (Both Anomaly and Two-class):
Real data + Video PAs

Protocol 2

Train:

Anomaly: Real data

Two-class: Real data + Video PAs
Test (Both Anomaly and Two-class):
Real data + Print PAs

One-class (GMM + GoogLeNet)  15.35
One-class (GMM + ResNet50) 23.09
Two-class (SVM + GoogLeNet) 20.02
Two-class (SVM+ ResNet50) 18.47

5.58
10.56
7.68
7.12

Table 8

A comparison of the performance of the proposed countermea-
sure and state-of-the-art multiclass methods. (*) indicates ap-
proaches based on an unseen attack scenario. The best result
is marked in bold.

HTER (%)
Replay-Attack
(*) Chingovska et al. [60] 6.29
MRCNN [61] 1.6
Patch-based CNN [9] 1.25
Depth-based CNN [9] 0.75
Fusion of the two Patch and Depth CNNs [9] 0.72
Deep discriminative feature maps [62] 0.3
Attention-based two-stream CNN [63] 0.25
Image Quality Assessment [10] 0.03
Deep Learning [64] 0
(*) Proposed Method 0
Replay-Mobile
two-class SVM + Motion [6] 104
two-class SVM + Gabor [6] 9.13
Deep Pixel-wise [59] 0
(*) Proposed method 8.58
Rose-Youtu
Wavelet [20] 26.6
CoALBP [20] 16.4
Deep Learning [20] 8.0
(*) Proposed method 8.13

evaluation scheme considered in Chingovska [60] is unseen in the
sense that it excludes one of the three attack types (Print, Digital
Photo and Video) during training in each of the considered sce-
narios, the evaluation process in Edmunds and Caplier [15] cannot
be considered completely unseen as the authors use similar attack
types (video replays) both for training and evaluation in some of
their evaluations. The work in Nikisins et al. [6] cannot be also
compared to our proposed model since their unseen attack sce-
nario was applied to the aggregation of Replay-Attack and Replay-
Mobile datasets. As a result, our comparison is limited to the work
in Chingovska [60].

The best HTER on the test set obtained using a discriminative
approach in Chingovska [60] is 6.29%, whereas the best HTER on
the test set obtained in this work is 0%. A comparison between
the performance of the proposed solutions and state of the art
multiclass methods based on all possible scenarios is reported in
Table 8. Note that the work of [60] is also worse than the rest
of approaches reported in Table 8 since the unseen attack sce-
nario is much harder than the seen scenario. The results reported
in Table 8 are mainly based on the per-video basis. As it can be
seen in Table 8, although our proposed framework is not facilitated
by attack data for training anomaly detectors, it outperforms the
majority of multiclass approaches. Note that in the Replay-Mobile
dataset, our best approach is worse than the work of [59], the
design of which does not adhere to the pure anomaly detection

1

concept. The authors used binary supervision to train their sys-
tem. Apart from the approaches reported in Table 8, our proposed
model has a similar performance to the work of [34], which pro-
posed a novel deep tree architecture for Zero-shot learning in case
of the Replay-Attack dataset. It should be reiterated that our ap-
proach only uses genuine-accesses whereas zero-shot learning uses
attack-accesses data along with genuine-accesses.

5. Conclusion

A novel approach to face presentation attack detection in the
unseen attack scenario is developed. Motivated by the promising
results of the one-class anomaly detection approaches, a client-
specific version of the one-class methodology is proposed for the
detection of face presentation attacks. Both generative and discrim-
inative one-class classifiers utilising only positive samples (real-
access data) for training are examined. It is shown that the use
of client identity information in the model construction can boost
the system performance of both discriminative and generative ap-
proaches significantly. Based on the score distributions of differ-
ent clients, subject-specific thresholds are determined and used
which further improve the performance. Different deep CNN net-
works and traditional features extraction approaches are compared
for PAD with the conclusion that the CNN features outperform
handcrafted counterparts. In addition, it is observed that the repre-
sentations extracted by CNNs tuned for generic object recognition
contain more information for spoofing attack detection, compared
to face recognition CNNs. From the cross-database experiments, it
was noted that the performance was far from perfect and future
research will be needed to redress this deficiency. A comparison
of the proposed one-class client-specific approaches to two-class
methods in the unseen attack scenario confirmed the merits of
the proposed approach. In future, we will explore the end-to-end
deep learning approach using anomaly based formulation inspired
by the work of [40].
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